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Protection from Internet Falsehoods, Manipulations

and Other Related Matters Bill, 2019 (SB 132)

Sponsor: Senator Mohammed Sani Musa (Niger: APC)

Status : Second reading (Passed second reading on 20th November, 2019)

BILL SCOPE

® Individuals, organisations, internet service providers, technology companies, the
Nigeria Communications Commission (NCC).

®  False statements communicated to one or more end-users in Nigeria through the
internet and on social media platforms such as Facebook and Twitter, as well as SMS
and MMS.

®  Criminal sanctions and penalties for false statements.

®  ThePolice orany other law enforcement agency (depending on the specific provision)
are empowered to order removal or corrections of false statements against public
interest published online, and as well, direct NCC to order internet service providers
to block access to online sites and accounts that transmit same.

SUMMARY OF PROVISIONS OF THE BILL

Part 1- Aims and Objectives

®  Toprevent transmission of false statements/declaration of facts in Nigeria and enable
measures to be taken to counter the effects of such transmission- clause 1(a)

®  To suppress the financing, promotion and other support of online locations that
repeatedly transmit false statements/declaration of facts- clause 1(b)

®  Toenable measurestobetakentodetect, controland safeguard against uncoordinated
inauthentic behaviour and other misuses of online accounts and bots- clause 1(c)

®  To enable measures to be taken to enhance disclosure of information concerning
paid content direct towards a political end- clause 1(d)

o To sanction offenders- clause 1(e)



Bill extends to deliberate acts by any person within or outside Nigeria to transmit
certain statement of facts in Nigeria- clause 3(1)

Prohibited statement of facts includes:
False statements of fact; and
Statements that are likely to:

be prejudicial to the country's security, public health, public safety, public
tranquillity or finances- clause 3(1)(b)ii)

- prejudice to Nigeria's relations with other countries- clause 3(1)(b)iii)
- influence the outcome of an election or referendum- clause 3 (1)(b)iv)

- incite feelings of enmity, hatred towards a person, or ill will between a
group of persons; or clause 3(1)(b)(Vv)

- diminish public confidence in the performance or exercise of any duty,
function or power by the government- clause 3(1)(b)(vi)

A declaration of fact is a declaration, which a reasonable person seeing , hearing or
otherwise perceiving would consider it to be fact, while a declaration is considered false
ifitis false or misleading, wholly or in part, on its own or in the context in which it appears.
A declaration is transmitted if it is disseminated via the internet, MMS or SMS.

Other prohibited offences

Making or altering bots for transmission or enabling another's transmission of
false statements of fact- clause 4(1)

- Penalty - Fine not exceeding N200,000 fine or 3 years imprisonment or
both- clause 4(2)@)

Soliciting, receiving or agreeing to receive any financial or material benefit as
inducement or reward to provide services for transmission of false declaration
of fact- clause 5(1)

- Penalty - for individuals - Fine not exceeding N150,000 or 2 years
imprisonment or both- clause 5(2)(@)

- for others - Fine not exceeding N500,000- clause 5(2)(b)

Penalty for transmitting false declarations i.e. making it available to one or more
end users

For individuals - Fine not exceeding N300,000 or 3 years imprisonment or both-
clause 5(3)(@)

For others - Fine not exceeding N1omillion - clause 5(3)(h)

The same penalties exist where an inauthentic account or robot is used to accelerate
such transmission.



Exemptions - Acts for the purpose of or incidental to the provision of:
an internet intermediary service,
a tele transmission service,
a service providing public internet access; or

a computing resource service ( service that provides the use of any computer
hardware or software to enhance the processing capability or storage capacity
of a computer)- clause 5(4)

Provides for a law enforcement department (defined as the Police in the Bill) to issue
what is referred to as a “Part 3 Regulation.” This could be a “correction requlation” or
a "stop transmission regulation” where a false declaration of fact has been or is being
transmitted in Nigeria and the Police is of the opinion that it is in public interest to
issue such regulation.

A Correction Regulation is one issued to a person who has transmitted a declaration
to issue a correction notice stating that a declaration made by them is false or to
specify where the stated fact may be found. The person may also be required to
publish the correction in a newspaper or printed publication- clause 7

A Stop Transmission Regulation, just like the name implies, requires a person who
transmitted a false declaration of fact to stop transmitting the subject by a specified
time, to transmit a correction notice or publish such correction in the newspaper or
other printed publication- clause 8

A person transmitting a false declaration maybe issued any of these two regulations
whether or not they knew or had reason to believe the statement was false. Such
person is also to bear any costs associated with compliance with such regulation e.g.
newspaper publication.

An appeal to the High Court against the order may be made, but only after the
applicant has applied to the Police for a variation or cancellation and said request
was refused- clause 13(1) and (2)

Penalty for non-compliance with a Part 3 Regulation

For individuals, a fine not exceeding N 200,000 or 12 months imprisonment or
both- clause 11(1)(a)

In any other case, a fine not exceeding N smillion - clause 11(1)(b)

That the person was acting under any law, contract or rule of professional
conduct is not a defence to a criminal charge for non-compliance with a
correction or stop transmission order- clause 11(2)(a). Also, that the person has
applied to the court to vary or cancel a regulation is not a defence to a criminal
charge- clause 11(2)(b)



Access blocking order

The Police may issue an access blocking order directing the Nigerian
Communications Commission (NCC) to order an internet service provider(ISP)
to disable access by end-users in Nigeria to an online location where a false
declaration is being transmitted. This applies to cases where there has been
failure by a personto comply with aregulation to correct or stop the transmission-
clause 12(3)

ISPs that fail to comply can face criminal charges and be subject to a fine of up
to N1omillion- clause 12(4)

Internet intermediary service here refers to any person who provides services that:

allow end users access materials originating from 3rd parties on or via the
internet;

translates such materials to end users on/through the internet; or

displays to end-users, an index of search results which links to content hosted
or stored at another location- clause 35

They include social network services, search engines services, content aggregation
services, internet-based messaging services; and video-sharing services.

Part 4 makes provision for any law enforcement agency (not restricted to Police) who
feels that it is in public interest, to issue a Part 4 Regulation to internet intermediaries,
whose platform has been used to spread false statements. They include:

A Targeted Correction Regulation i.e. a correction notice issued through their
service to all end-users who accessed the particular statement or subject
material via their service- clause 17

A Disabling Regulation, which requires that the internet intermediary disables
end-users’ access to the content- clause 18 and;

A General Correction Regulation directed to a prescribed internet intermediary
to transmit a correction notice via its intermediary internet service- clause 19

Penalty for non-compliance

For individuals - Fine not exceeding N 300,000 or 12 months imprisonment or
both- clause 22 (1)(a)

For others - Fine not exceeding N smillion - clause 22 (1)(b)

Access blocking order can also be issued for internet intermediaries that fail to
comply with issued regulations. This involves the law enforcement agency directing
NCC to order an ISP to disable access to the online location where the statement



was published. The provider can incur fines between N 1million and N 10million for
failure to comply- clause 23(3). An aggrieved party may apply to the High Court for
redress, but only after a request for variation or cancellation of the order to the law
enforcement agency has first been made.

Part 5 - Declaration of Online Locations

Online locations where three or more different false statements have been transmitted,
may be declared as a “declared online location" by the law enforcement agency
(Police). This will require that the owner or operator of such online location informs its
end-users that its platform is the subject of such declaration- clause 27

Penalty for non-compliance

n For individuals, a fine not exceeding N 500,000 or 3 months imprisonment or
both-clause 27 (6)(a)

. In any other case, a fine not exceeding N 5million - clause 27(6)(b)
Access to the declared online location may also be suspended- clause 27(8)

Restrictions are also placed on transmitting paid content or digital advertising on
such platforms- clause 28, 29 and 32.

The Police may make regulations necessary for implementing this law- clause 34

SALIENT ISSUES RAISED BY THE BILL

Restricts the constitutional right to freedom of expression- One of the core tenets
of any democratic society is the ability of its citizens to speak freely and express
oneself within the bounds of the law without fear of reprisals. This Bill by its content
seeks to limit this right on undefined grounds such as “public health, public safety,
public tranquility, friendly relations with other countries or its potential to influence
the outcome of an election or diminish public confidence in the performance of
any duty or function of the Government or State" without any further elaboration
under the Bill nor its interpretation clause which is questionable. In addition while
the Bill presents itself as solely targeting false statements of fact, this ambiguous
language,can be construed to limit expressions containing opinions, criticisms,
satires, and parodies, which are healthy to any democracy and in upholding the
responsibility and accountability of Government to the people. In Nigeria, freedom
of expression is protected under section 39 of the 1999 Constitution which provides
limited circumstances for its abrogation.

Section 39 of the 1999 Constitution (as amended) is replicated below:

39. (1) Every person shall be entitled to freedom of expression, including freedom to hold

opinions and to receive and impart ideas and information without interference.

(2) Without prejudice to the generality of subsection (1) of this section,



every person shall be entitled to own, establish and operate any medium for the
dissemination of information, ideas and opinions: Provided that no person, other than
the Government of the Federation or of a State or any other person or body authorised
by the President on the fulfilment of conditions laid down by an Act of the National
Assembly, shall own, establish or operate a television or wireless broadcasting station
for, any purpose whatsoever.

(3) Nothing in this section shall invalidate any law that is reasonably justifiable in a
democratic society -

(a) for the purpose of preventing the disclosure. of information received in confidence,
maintaining the authority and independence of courts or regulating telephony, wireless
broadcasting, television or the exhibition of cinematograph films, or

(b) imposing restrictions upon persons holding office under the Government of the
Federation or of a State, members of the armed forces of the Federation or members of
the Nigeria Police Force or other Government security services or agencies established by
law.

Beyond this, Nigeria is bound by International instruments such as Article 19 of the
International Covenant on Civil and Political Rights (ICCPR) which affirms the right of every
individual the freedom of opinion and expression, including the freedom to hold opinions
without interference and to seek, receive and impart information and ideas through any
media regardless of borders. This Bill seeks to limit this inalienable right and expand
circumstances in which it may be abrogated.

Censorship- Closely related to the first point is the potential for the closing down
of space for expression. This Bill extends its application beyond individuals to
‘internet intermediary services” such as social network services, search engines
services, content aggregation services, internet-based messaging services, and
video-sharing services as well as tele-transmission services, computing resource
services, technology companies and the Nigeria Communications Commission (NCC)
among others. This limits the avenues through which individuals and organisations
can express healthy criticism and opinion required in any democratic society and
furthermore allows for executive overreach. Beyond this, it could have an impact on
technology driven business emanating from Nigeria and outside the country with
punitive measures being put in place for receiving financial or material benefit as an
inducement or reward for providing a service that can be used for the transmission of
false statements (Clause 5).

Prescribes offences already captured under existing law- Scrutiny of the Billand a
further review of existing legislation show that key offences that the Bill seeks to curb
are already identified in these existing legislation. These include:

Transmission of false statements of fact (Clause 3(1)(a) and clause 4(1)(@) - This
is already covered by section 373 of the Criminal Code and section 289 of the
Penal Code that deal with defamation.

Transmission of statements likely to incite feelings of enmity, hatred directed at a



person or ill will between different groups (Clause 3(1)(b)(v) and clause 4(3)(e) -
This is captured under section 24 (b) and section 26 of the Cyber Crime Act 2015
that deals with cyberstalking and racist and xenophobic offences respectively.

Any attempts to further legislate on these issues could therefore be seen as superfluous.

Access to Justice- The Bill provides that where the Police find that there is a false
declaration of fact, it may issue a Regulation. This touches on an individual's right to a
fair hearing as contained in section 36 of the 1999 Constitution. Considering that this
Bill would be adding to the criminal jurisprudence in Nigeria, persons who feel that
their rights have been violated ought to be given their day in Court before punitive
action is taken. This is particularly so as a regulation in this instance is a punitive
measure and since the first stage of recourse is not an independent, impartial system
but the Police itself. The Bill only allows affected persons to seek judicial redress after
first applying to the Police for a variance or cancellation of the order.

Under Clause 13 of the Bill, persons to whom a Part 3 Regulation applies (that is a
Correction Regulation or a Stop Transmission Regulation) can appeal to the High
Court only after first applying to the Law Enforcement Department to vary or cancel
the Part 3 Regulation who must have refused the application in whole or part. This is
a loophole that can easily be exploited to deny access to justice in an event that Law
Enforcement decide to remain silent on an issue by technically neither refusing the
application in whole or in part. The gravity of this situation is further exacerbated
by the absence of a time frame for law enforcement to vary or cancel an application
under the Bill.

The same principle is applicable to persons whom a Part 4 Regulation applies (that is
a Targeted Correction Regulation, a Disabling Regulation or a General Correction
Regulation) as they are prevented from appealing to the High Court without first
applying to the Law Enforcement Department to vary or cancel the Part 4 Regulations
in whole or in part.

The “infallibility” of a Part 3 and Part 4 Regulation is also highlighted under clauses
13(6), 15(3), 24(7) which stress its continued enforceability regardless of whether
an application to Law Enforcement/the Courts has been made for a variation/
cancellation.

It is noteworthy that the contents of clause 13(7) and 24(8) only allow the Regulation
to be stayed pending the determination of an appeal in the event where there is
a prima facie case that it is technically impossible to comply with a Part 3 or Part
4 Regulation. While providing a very limited ground for staying the Regulation, it is
our observation that the Bill is silent on what constitutes a “technical impossibility”.
Furthermore, our adversarial court system is not designed for swift action which
could lead to a sustained violation of an individual's right.

Extra-territorial jurisdiction- Several provisions of the Bill are extra-territorial in
principle as they are applicable to persons irrespective of whether they are within or
outside Nigeria. This is in conflict with Nigeria's obligations under Article 19 of ICCPR
highlighted above and could violate the rights of persons who are not subject to
Nigerian Law. These provisions include clause 3 (prohibiting the transmission of false



statements of facts by a person), clause 4 (making or altering a bot for the purposes
of transmitting a false statement or enabling another person to transmit by means of
the bot a false statement), clause 5 (soliciting or receiving or agreeing to receive a
financial or material benefit for transmitting false statements of facts in Nigeria, the
Part 3 Regulation (clause 9) and Part 4 Regulation (clause 20(2)) that can be issued
by the Law Enforcement Department to defaulters of the law irrespective of their
country of residence.

This could be problematic as it is a basic principle of law that legislation should be
implementable. How then with respect to a State's power of sovereignty, is it possible
for Nigeria to enforce these provisions in the absence of a bi-lateral agreement with
the country where the person resides? This should be re-examined in view of its

perfunctory nature.

®  Interpretation of “False Statement of Fact”- The Bill makes several references to
a “false statement of fact”, which is neither explained nor defined. This then means
that the spectrum for considering what falls under this umbrella is wide and could
make it difficult for an individual or organization to know if they have contravened the
provisions of this Bill. It however states that declaration of fact “is a declaration which
a reasonable person seeing, hearing or otherwise perceiving it would consider a
representation of fact”. By this definition, the reasonable person test as applied could
be problematic. It raises the question of who indeed is a reasonable person in this
context and raises the possibility that a real fact could be identified as false on the
basis that it is not apparent to a reasonable person.

o Punitive Financial Measures- The Bill places the financial costs of complying with a
Regulation on the person who is issued a Part 4 Regulation (clause 20(5)) or against
the author of a false declaration, (clause 20 (6)). It is also silent on the event where
issuing the Regulation maliciously or negligently causes financial/ other costs to an
individual, internet intermediary service, a declared online location/ digitaladvertising
intermediary or any other case.

®  ThePolice as Enforcer- The Bill puts forward the Nigeria Police Force as the institution
in charge of implementing this law. It gives the Police arbitrary powers to decide what
constitutes false statements and the medium for their regulation. With the Police,
being representative of government, this contradicts one of the principles of natural
justice that no one should be a judge in his own case (nemo judex in causa sua).
Furthermore, it is widely acknowledged that the Nigeria Police Force is bedeviled
with numerous issues regarding its operations, management and adherence to
human rights principles. With these in view, giving additional powers to the Police
may be putting further stress on an already burdened system.

CONCLUSION

The Bill has huge ramifications that could threaten the fabric of Nigeria's democracy and
the achievement of its outlined fundamental objectives that are aided by the deployment of
technology such as social media tools which facilitate citizen participation and engagement
with their elected representatives in the 21st century. This law would be a threat to human



rights and legislates on existing issues that law already covers. Legislation that should be
passed by the National Assembly should work in furtherance of fundamental rights and not
as a tool to limit the remits of the said rights. It could lead to the repression of freedom of
expression in a democratic setting; creating an ascendency of the government as the only
source of information.

PLAC is urging the Committee on Judiciary, Human Rights and Legal matters to
discountenance the Protection from Internet Falsehoods, Manipulations and other Related
Matters Bill (SB.132) in light of its threat to constitutionally recognised freedoms.
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A BILL
FOR

AN ACT TO MAKE PROVISIONS FOR THE PROTECTION FROM INTERSET;
FALSEHOODS AND MANIPULATIONS AND FOR RELATED MATTERS |
Sponsored by Senator Muhammad Sani Musa
| [ ] «Commencement

BE IT ENACTED by the National Assembly of the Federal

Republic of Nigeriaas follo‘&s:. _ '
PART 1 - AIMS, OBJECTIVES AND APPLICATION

1. TheAimsand objectives ofthisAct: . Airs and

; ) ) Objectives

{a) to prevent the transmission of false statements/declaration of '
facts in Nigeria and to enable measures to be taken to counter the-effects of
such transm ission; '

{h) to suppress the ﬁna.ncing, promotion and‘othcr'support of
online locations that repeatedly transmit fajse statements/declaration of

acts in Migeria;

(¢} to enable measures to be taken to detect, control and safegnard
against coordinaied inauthentic behaviour and other misuses of online
accounts and bots; ‘

(d) to enable measures to be taken to enhance disclosure of
information concerning paid content directed towarda a political end; and '

() to sanction offenders. - A _

" 2. The provisions of i;his"Acf. shall agﬁply t_hmughoﬁt the Federal Appication -
Republic of Nigeria v
PART 2 - PROMIBITION OF TRANSMISSION OF FaLSE

STATEMENTS QF i":AC T

T-mnsn'xi'ssim_\-o!' o
o i . . -false statementy
tranamitin Nigeriaa statements knowing orhavingreasontobelievethat-  of fact :

3.-{ 1) A person must notdo any actin or outside Nigeria in order to”
JAD &t

{a)itis a false statements of fact; and

10
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» (b)thetransmission o.fmt-herstétements inNigetia is likely.to-
. (ybeprejudicial to the_secﬁrifjf of Nigeria orany part of Nigeria;
({i) be prejudicial to public health, public safety, public ;ranciuiﬁty or
public finances; _ _ T
(iif) be prejudicial to the friendly relations of Nigeria with ather
couﬁtrie’s; S I
{iv) influence the outcome of an election to any office in a general
election ora referen&lunﬁ; ' '
(v) incite feelings of :anmiry, hafred directed to a person or il wil!
Betw een different groups of persons; or :‘
(vi) diminish public confidence in the performance of any duty or
function of, or in the exercise of any power by the Government,
(@) Subje'ct {o sub Clause (3), a person who contravengs sub Clause
{1y shallbe guilty of an offence and ghall be liable on conviction-
{a) in the case of an individua}; to a fine not exceeding N300,000 or to
imprisonme;ﬁt for-'a term not exceeding 3 years or to both; or
{b}in any otlier case,teafing nc;texceeding N0 Million, -
{3) Wherean inauthentic online account or 2 bot is used-
{a) to transmitin Nigeria the statements mentioned in sub Clause (1);
and
{b) for thé purpose of accelerating such transmission, the who person
is guilty ofan offence under thatéub Clause shall be liable on convistion-
() .irx the case of an individual, to a fine not exceeding N300,000 or to
imprisonment for a term not excesding 3 years or to both; or
{d}in any other case, to & fine not exceeding N10 Million.
{4) Sub Clavse (1) doés nat apply to the doing of any act for the
purpose of, ol‘thatlis incideutal to, the provision df-
{a)an internet int;rmeciﬁry service;
(b) ateletranémis-sion service;

. (c)aservice of giving the public access to the interet; or

&
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i (d)apoxﬁputingresource service, o1 _{;.;

2 4.-(1) A person must _nort, whether in 0‘1:'"‘.0uts‘.£ﬁlé Nigér

3 alter a bot with the intention of- ‘

4 (a) transmitting, by meadr;‘s oFthe bqt,:\p-fals;e state_;r::e,n'ts::c_}f factul 7_ " fal

5 Nigeria; or : i N ™" e

6 (b) enabﬁng’ any othei'}pex;sozf ta-'txl"anfsmit, bj/ mear

7 false statements offact inNigeria. | . i »

8 (2)A person who c;ontl av;mes sub Ciause (1) sha be gm}ty ofa

9 offence and shall be liable.on canvxcmon— R , &, ,
10 (a) inthe case ofan mdmdual to a ﬁne not exceedmg NEDO ODO op .7
11 to imprisonment for a term hot exceedmgB years orto both, Or ¥ r

12 (b) in any other case, toaﬁnenotexgeedmgNS Mll gor_x'. B e f‘:
13 {3) However, if the transmission of the false _Aé_t'atements o_fr'fact_ -

14 under sub Clause (1) is likély to- o ‘ b

15 (a) be prejudicial to the secarﬁy ofNigel'i; orr-ari'y part of Nigeria;

16 {b) be prejudicial to pubhc heahh, pubhr s‘ifety, publlc fr anqulhty

17 orpublic finances; )

18 (¢) be prejudicial to the frlendly relatlons af ngena wrth other

19 countries; ¢ = ‘ L '

20 {d) influence the outcome ofan election to the ofﬁce of Pres;dent g

21 genexai election of Members of Par hament a by’ election of a Membe1 of '
22 Parliament, or arefermdmn i

23 (e) incite feelings of enmity, hatred towards a peréon or i1 will- -

24 betwsen differént groups of persons; or ' ‘ _

75 (f) diminish public confidence in the performance of any duty or

26 function of, or in the exercise of any power by the Government, an Crgan of

27 Staie, a statutory board, or a part of the Government, an Organ of State or a

28 statutory beard, the pefson who is guilty of an offence under that sub Clause

29 shall be fiable on conviction= ’

30 (g) inthe case of an lndividual, to a fine not exceéding N3=00;00f.) or
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to imprisonment fora termnotexceeding 3 years or (o both; or

5.-(1) A person who, whether in or outside Nigeria, solicits, receives
or agrees to receiveany financial or other material benefit as an inducement or
reward for providing any service, knowing that the service is or will be used in
the transmission of ene or more false statements of fact in Nigeria, shall be
g*.uilty of an offence if the service is in factused in such transmission,

{2 A person who is guilty of an offence under sub Clause (1) shallbe
liable on conviction- -

(a) in the case of any individual, to a fine not exceading N150,000 or
to imprisonment for a term not exceeding 2 vears or to both; or

(b ir any other cass, to 2 fine not exceedingN 500,000,

(3) However, if the transmission of the false statements of fact
under sub Clause (1)is likely.to~

(a) be prejudicial to the security of Nigeria orany part of Nigeria;

(b) be prejudicial to public health, public safety, public tranguitity or
public finances; |

{c} be prejudicial to the friendiy relations of Migeria with ather
couniries;

(¢} Influence the ovtcome of any election 1o any-office in a goners!
election in Nigeria;

(2) incite Teelings of enmily, hatred fowards a person or il will
between difforent groups of persons; or

{3 diminish public Qpnﬁcience in the performance of aﬁy duty or

function of, or in the exercise of any power by the Government, an Organ of

" State, a statutory board, or a part of the Government, an Organ of State or a

staiutory board, the person who is guilty of an offence under that sub Clause
shall be liabie on canviction;

(g) in the case of an individual, to a fine not exceeding N300,000 orto
imprisopment for aterm not exceecﬁng 3 years orto hoth: or

“(h) inany other case, to a fine notexceeding N 10 Million.



2019

N

=

o

Protection from Internet Falsehoods, Manipulations and Other Related Matters Bift, 2019 G 73

{4) Sub Clause (1) does not apply to any act carried out for the
purpose of, or that is incidental to; the provisioﬁ of- ‘ ‘
{a)anintemnet intenmediary service;
{b) atelciransmission service;
{c)aservice of giving the public access to the internat; or
(d)acomputing resource servic:a. -
(5} Where the Court convicts a person of an offence under sub
Clausa (1) the Court must in addition to imposing the-punishrment in Sub
Clause or (3) order the person to pay as penalty, a sum equal to the amount of
any financial or material bensfit received or in the opinion of the Court the
. value of éuoh financial or material benefit,
{6) Bub Clause does notapply if'the court determines that the vajue
ofthe financial or other material benefit cannot be assessed.
{7) Where-
{z) a person charged with 2 or more offences under sub Clause {1}
is convicted of one or more of those offences; and
(b the other putstanding offences are taken into consideration by
fh: Court, the Court may ingrease the penalty mentionsd | in °ub Clause (5)by
an amount ol exceeding the totalﬂammmt of valug of the ﬁlléln(:tal or other
maierial benefitreceived forthe foences sotaken into consideration.
. PART 3 - REGULATIONS DE.ALNG WITH, TRANSMHSIO\I In NiGerla OF
FALSE DECLARAIIQNS OF FACT.
§.~(1) The Law Enforcement Degam‘uer}t ma'y,. issue a Part 3
Regulatipnin the.gvent of the following- |
(a) that a false DECLARATION of fact (called in this Part the
subject (DECLARATION) has been or is belng transmitied in Nigeriay
(b} the Law Enforcement Department is of the opinion that it is in
the publicinterest to issue the Regulation.
(3} The Law Enforcement . Department shail issue a Part 3

Regulation in relation to the subject DECLARATION even if it has been

w

Conditions for
issuanee of Part
3 Regulations
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“Cerrection
Rezulation

amended or has ceased to.be‘ transzu_itted in Nigeria.

7.-(1) A Cerrection Regulation is one issued ta a pérson who -
transmitted the subject DECLARATION in Nigeria, requiring the person to
transmit in Nigeria in the specified form and manner, to a specified person or -
description of persons (if any), and by the specified time, a nbt_ice {caliedin this
Part a correction notice) that contains one or both of the following:

(a}a bECLARATION, in such terms as may be specified, that the ‘
subject DECLARATION is false, or that the specified material contains a false
DECLARATION of fact; N | |

(b} a specified DECLARATION of fact, or a reference to a specified
lncation wherethe specified DECLARATION of fact may be fmﬂud, orboth,

(2) A Correction Regulation may require the’pérson 1o whom it is
issuedto transmit in‘Nigen‘ia acorrection notice ina specified online location.

(3} ACorrection Regulation may alsorequire the peréon to whom itis
issued to do one ot both of thefollowing:

(aj to transmit in Nigeria the corréction nofice by p]aci.ng it in the
specified proximity to every copy of the following that is transmitted by the
person in Nigeria:

(i) the false DECLARATION of fact;

(ii) a substantially similar DECLARATION;

(b) to publish the correction notice in the specified manner ina
specified newspaper or other printed publication of Nigeria.

{4) A person who transs'll,ittred a false DECLARATION of fact in
Nigeria may be issued a Correctioﬁ'Regtllation gven if the person dees not
know or has no reason 6 believe that the DECLARATION is false.

(5) Inthis Clause-

(2) ”spec-iﬂed” nieans specified in the Cm*rection Regulation; and

(b) a person does not transmit 2 DECLARATION in Nigeria merely
by doing any act for the purpose of, or thatis incidental to, the provision of-

(i) an internet intermediary service,



2018 | Pmtecfz'a-mﬁ'om Internet Folsehoods, Manipulations and Other Related Matiers Bill, 2019 C778

1 ' (ii) a teletransmission service;
4 _(iil) aservice of giving the publicaccess to the internet; or
3 (iv) a computing resource service.
4 © 8.~(1) A Stop Transmission Regulation is one issued to & person  Stop Transmiss
5 who transmitted the subject DECLARATION in Nigeria, requiring the fessiaton
6 persoi fo stop transm-itting in Nigeria the subject DECLARATION by the
7 specified time. '
8 (2) A Stop Transmission Regulation may also require the person (o
9 whom it 13:}%( . = o
10 (3) issued 1o stop transmitting any DECLA:RATION that is
11 substantially smui’n to the subjectDECLARATION
12 (4) A Stop Transmission Reguhtmn may. alsa requue the person 1o
13 « whom itis 1ssued to doone or both ofthefollowing:
14 (&) to transimit in ngel iaa conectxon notlce in the specified form
i35 and manner, to a specified person or description of persons (_1f any), and
16 by the specified time; j
i7 : 5 (b) to publish & correction notice in the spacified manner in a
18 “specified newspaper or other prvinted ]ﬁubiication of Nigeria.-
19 (5) A person who: transm'@tjted B false_DECLARAT[ON Qf fact in
20 Nigeria may be issued a Stop Tr'apsmiss'i'on Regulation even if the persen
21 ~ doesnotknow orhas noreason to believe thatthe DECLARATION is false
22 - (5) Inthis Clause- ‘ .
23 : - (a) “"specified" means specified .in | the Stop Transn'li‘ssion
24 Regulation; _ | ‘ | .
25 () "stop tr ﬁnsmxttmg" in 1eiatmn to a DECLARAT[ON meails
26 raking the necessary steps to ensure that the lDECLARATiON is no ionger
27 . available on or through the internet to _eﬁd users in Nigeria, including (if
28 necessary) the removal ofthe DECLARATION froman Dnime location; and
29 - (¢} a person does not transmit a DECLARAFION in Nigeria

30 merely by doing agy act -.for the purpose of, or that is incidental to, the
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provision of-

(i)aninternget interinedimy service;

(iiya teletraﬁsmission ser.vicé;

(i aservice of giving the public access to the internet; or X

(iv) acomputing resource service.

9.-(1) A Part 3 Regulation ma-y be issued to a person whethér the
person is in oroutside Nigeria. o

(2) A Part 3 Regulation may require the person to whom it is issued to
doan Act in or ouiside Nigeria.

(3) APart3 Regulation must identify the subject DECLARATION in
sufficient detai‘l;' ‘

(4) A Part 3 Regulat_ion must comply with such form, manner and
gthér ;l{S may be prescribeﬁ (if any), and f(.)r this purpose different requirements_
may be prescribed for- '

(a) different Regulation;

(b) different parfs of a Regulation;

(c) different persons or descriptions of pérsons to whom a Regulation
istebeissued;and

{d) different circumstances under Wll]ich aRegulation is to be issued.

(5) APart3 Regnlation remains in effect unul the date it expires (if
any), oritissetaside under Clause 15 or cancelledunder Clause 17.

{6) Aperson issued a Pari 3 Regulation is responsible for the costs of
complying withthe Regulation. :

i0. A Part 3 Regulation may be served by such means {including
electronic means) asmay be prescribed-

{aj onthe pcréon towhom itisissued; or

(b) on 2 person in Nigeria that the person 10 whom the Part 3
Regulation is issued has appointed to accept service en theperson’s behalfl

11.-(1) A person to whom a Part 3 Regulation is issued and served and

who, without reasonable excuse, fails to comply with the Regudationwhether
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in or outside Nigeria, shall be guilty of an offence and 3hali be liable on. '

conviciion-

{a)m‘rhe case of an individuz, toaﬁnsnot exceedmgNz()O 000 or -

xi

fo imprisoament fora term not exceeding 1‘7 months orto bofb, or 4

(b inany other case, to afinenot exceeding N5Million.

2) ltzsnotadefence“toachargeundersubClause(l)that : . '7 AR

{a) the personissubj ecttoaduxy underany written ]aw, anyrule of

iaw, any contract or amy rule of-professional conduct, mat;pras_{en:tg'_?t_he‘ -

person from complying with any par[ Ef aPart 3 Regulation or restricts the-

persmmsuchcomphance or . &

e " e

{h) The perscm has appi:ed xmdgr C] use ]9 io \va.r_y or, cancel the

Regnlation.

12.~(1) This Clanse applies where-
{2} a person fails to comply with a Part 3 Regulation;

{b) the subject DECLARATION is being transmitted in Nigeria by

the person\on an cnline Yocation; and
{c) the Law Enforcement Diepartrent is satistied that one or more
end users in Nigeria have uséd orareusiog the services of an inteme_t_ aLcess

cervice provider to access that coline location.

3) The Law Enfore t'mem: Departmentioay directthe NC{" 10 nrdcr »

the infernet access servxr&pmwdﬂrm take Iemonablestepsio ﬂls.able ACCESS

fceess Blocking

DOrder,

by end users in Nigeria to the online Incation {(called inthis’ ﬂause arfawesq f

blﬁckmg“’o rder) and the MCC must give the infernet access sﬁmca,pmwder
anaccess blocking order. '

{4-) An internet access service yro&idé;ﬁ;ai
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-Appeals 1o the
High Court

1, any access blocking bider shali be guilty of an offerice and shall be liable on

L2

. conviction to a fine not exceeding N10Million for each day during any part of

which that order isnot fully complied with, up to atotal of NS Million ,

(5_)' Nﬁ civil or criminal Hability Is incurred by én internet access
service Provider oranofficer, employee oragent of such provider, .for anything -
;johe or omitted to be done with reasonable care and in good faith in complying
with ény‘access blocking order.

13.-(1) A person to whom a Part 3 Regulation is issued may appeal to
the High Courtagainst the Reguliation.

{2) No appeal may be made to the High Court by any person unless

the person has first applied fo the Law Enforcement Department to vary or

cancel] the Part 3 Regulation and the Law Enforcement Department refused the

application whether in'whole or i part, ‘

(3) An‘appé’a-l may only be madeto the High Court withiwsuch period
as méy be prescribed by Rules of Court.

{43 The High Court must hear and det,_erming any such appeal and may.
either con'ﬁri;the il‘artB Regulation orset itaside. _ '

(5} The High Court may. only set aside a Part 3 Regulation on any of
the following grounds on an appeals;:. -

(a) t.ﬁe person did not transmit in. Nigeria the subject
DECLARATION; e, By

{b) thie subject DECLARATION is nota DECLARATION of fact, or

isatrue DECLARATION of fact;

{c) itisnottechnically possibleto comply withthe Regulation.

.- (6) “A-Part-3-Regulation that is the subject of an appeal under sub

- Clause {13 remains‘in effectdespitc_ theappeal, and only ceages to have eifect if

itis set aside by the High Court orthe Court QfAppea-l;en--app?aI-ﬂ‘o-m therHigh—

Court, or ifit expires or iscancelied by the Law Enforcement Department.
(7)In spite of sub Clause (6), if the appellant establishes 2 prima facie

case that it is technically impossible to comply with the Part 3 Regulation, the

'y A%
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High Court may direct that the Regulation be stay’éd p‘éﬁding‘dete;niﬁatiqn
ofthe appeal. _ -
(8)Rules of Court may iJrovide for the manner in which ﬁnd the
fime within which an appeal under sub Clause (1) nﬂay be made and the
procedure foran applica‘uidr_l tostay a Part3 R'eéu]ation appealed against.

i4. The issue of a Part 3 Regulat-iom in refation to the subjeb%

DECLARATION does not affecf-any pawer or right of any person

{including & Law Enforcement Departuierit or any party interested) to take

DECLARATION, or the power of the Public Prosecutor to initiate "

proceedings for an offence under this Actor any other law in relation to that

DECLARATION,
15.-{1) The Law Enforcement Department may vary or cancel the
Part 3 Regulation, by serving a writien notice on the person to whom the

Regulation is issued.

(2) The Law Enforcement Department may vary or cancel the Part

3 Regulation under sub Clause (1)-

(a) on the Law Enforcement Department's own initiative provided

there is overwhelming sufficing evidence necessitating this variation or

cancellation;
{b) on an application by the'pe;"son to whom the Regulation is

issued,

(3) APart3 Regulation remains in effect despite any application

made to the Law Enforcement Department for its variation or cancellation.

(4) Clauses 14 to 17 apply in relation toa Part 3 Regulation that is

varied under this Clause as they apply in relation 1o the original Part 3

Regulation.
“ {5} Clause 14 applies in relation to a notice cancelling a Part 3

Regulation under this Clause as it applies in relation to the original Part 3

Regulation,

e
T

Qther cguses of
action:nof affecled

any action under this Act or any other law in relation_to that

Variation or
cancellation of -
Part 3 Regulalion
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PART 4 ~ REGULATION FOR INTERNET INTERMEDIARIES AND PROVIDERS
| | -OF MASs MEDIA SERVICES -

16 -(1} . Any Law Enforcement Department may issue a Part 4
Regulation ifall of the*follawmg concht;ons aré satisfled: '

{(a) material (calied in thzs Part the subject material) that contams or
consists of a false :DECLARATION of fact (called in this Part the subjeet
DECLARATIE,ON) hasbeen oris being ransmitted in Nigeria; _ .

{b) the-Law Enfor.cement Department is of the opinion that it is in
publicinterestfo issue the Regulation.

- (6} Any Law Enforcement Department may instruct the Competent
Authority to [ssusa Parf 4 Regulation_ip refation to the subject material even if
ithasbeen an;ké.nded. or hasceésed to be fransmitted in Ni_gefia.

| VR-(1)A Targeted_CérrectionRegulation i3 one issued to the internet
interm ediaﬁy that providedihe iriternet intermediary service,bﬁs"“meéns ofwhich
the subje;ct material hias been or is being transmirfed in Nigeria, requiring it to
transmit by means of that service 0 all end users in.WNigeria who access the

subject material by means of that service at any time after a specified time, &

-n{)tic:e‘{‘calied in this Part a correction notice) that contains one or both of the

fniomncr BBy e il cmam R i =

{a) a DECLARATIO\{ in such terms as may be specified, that the

subject DECLARATION is false, or that the subject material contains or

~ consistsofa fa}se.DECLARAT{gN offact;

(b) a specified DECLARATION-of fact, or a reference to a specified

- lacation where the speciﬁéd DEGLARATION of fact r;ﬁav be found, or both. ,

- (2) Where the intermet mtennediary mentioned in sub Clause (i)isa

- preseribed mternetmtemqedlaxy, the Targeted Corvection Regulation may also

require the internet interniediary to do one or more of the following:.
(a) fansmit the correction .notice by means of the interpet

interruediary service toall end users in Nigeria who access identical copies of
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1 the subject material by means of that service at any time after the specified

2 time; _ |

3 (b) transmit the cérreétion notice by any means and by a specified .

4 ‘time, to all end users in Nigeria that it knows had accessed the subject

3 mat«*raa! or identical copies of the subjectmaterial (or both) by means of that

6 semce atany time before the specnf’ed time mentioned in sub Clause (l)

7 {c) if the internet intermediary disables access by end users in

8 Nigeria to the subject matenal at any time after the Regulation is xssued and

8 before it expires or 1; set asade or cancelled

10 transmit the cora‘actson notice by means of the internet intermediary service

i o aspecified description ofendusers in Nigeria.

12 3 !nthasciause- ;
3. - {a) “spemhed” means. specmed in the Iargeted Correcnon

14 . Regulation; and

15 () an end user who acCesses e part. of any matenal is taken to

16 access the material, ‘

17 18.-(1) A Disabling Regulation is ong ssued to the intermet  Dissbling
18 infermediary that prévided the internet intermediary service by means of =
19 which the subject material has been or is being transmitted in Nigeria,

20 - requiring it to disable access by end users in Nigeria to the subj‘éct material

21 * provided-on or through .theAservig:_a that consists of or contains the subject

22 DECLARATION, by thespecified time. _

23 (2) Where the intemnet intermediary mentioned in sub Clause (i is

24 a Prescribed internel, mturmedxaxy, the Disabling Rewulatlon may also

25 require the internet intermediary to do one or both of the fol}pwing:

24 : . {(a) to disable access by end users of the service in }iigeria to

27 identical copies of the subjest m ateria!_;qrox_/_id-e;gl on e t_hégiqgh the internet

28 interﬁaedia.ry service: 7 o '

29 {b) to transmit.a correction notice by any means to 2 specified

30 deseription of end users in Nigeria. .
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{3} Once a Disabl.ing Regulation has been issued, the Law
Enforcement Department n]ﬁst publisfi' a notice of that fact in the Gazette as
sconas possible. '

(4) However, a failure to publish the notice of the issue of the
Disab?ing’f:ﬁ)fFl Regulation ‘in’ the Gazette does not Invalidate the 7
Regulation, | - -

(5 Inthis Clause-

(&) "specified" m_eansspeciﬁed inthe Disabling Regulation; and

(b)'an end user who accesses'a,part of any material is taken to access
flze materiaj. . ' '

19.-(1) A General qurectibn ngula‘tiqn is one. issued Lo one of the
i'o{lbi\_fi_ng personstocarry autan‘actmentio:‘]edih.suhClause(Z):

(a) a prescribed internet intermediary; =

(b) stich other personas may be prescribed:

(2) Theactmentioned insub Clause (1)is- . -

(2) if the Regulation is issued to a person-mentiongd in sub Clause
(1)a), to tréhsmii a correction notice in'Nige_ria.by ‘means of the.intemet
intermediary service provided by it, to all end users who use that service at any
time after the spéciﬁed time, ora specified deseription of such end users;

(b if the Regulation is issued to a person mentioned in sub Clause
{(1Y(B), to giva.a_cprréction t_]étice to arspeci:ﬁed iperson or déscription of
persons, by the specified mezms%%d% the speeified fime.

(2) In this Clause, "spetified” means specified in the General
Regulation. _ 5 L

.o 20.-(1) A Part 4 Regulation pr-Rem’gdiéI Order may be issued to a
pcrson:whethe;the‘person' is in c_:ar-dutside Nigeria. . &~

@A Part 4 Regulation or Remedial Order may require a person to
whom it is issued to doan act in or outside Nigeria. 7

(3} A Part 4 Reguiation inust identify 'in'_suﬁ'ipie,nt'detail the subject

material and the subject DECEARATION.



]

(4) A Part 4 Regulation or Remedial Order remains in effect until

the date itexpires (ifany), itissetaside or it is cancelled.

{5)A person who is issued aPart4 Regulation or Remedial Order is 7

responsible forthe costs of complying with the Regulation.

(6) A person (A) to wham a General Correction Regulation is
issued may bring civil proceedings in the Higl{COL-art against a person (B)
who is the author of the SL;bjeCt DECLARATION and who transmitted in
Nigeria the subject material, to recover the costs reason ably incurred by A to
cémp!y with the Rggulation.

(7) In such proceedings, the Court, if it is satisfied on a balance of

" probabilities that B has contravened this law when transmitting the subject

material in Nigeria, may award to A such &aniages for those costs as the
court, having regard to all the circumstances of the case, deem just and
equitable. ‘

21. APart4 Regulation or Remedial Order mréy_:be served by such

_means (including electronic means) as may be prescribed-

(a)onthe person to whom itis issued; or

(b) on a person- in Nigeria that the person, to whom the Part 4
Regulation or Remedial Order is issued lias ap_pain'tgd to a_ccépt sex‘v{ce on
the person's behalf. h _ _

22.-(1) Apersontowhoma Part_r-‘}.Regulati on'or Remedial Order is
issued and served and who, without.réas’onable excuse, fails to cpmply with
the Regulation or Order wlftethe'r in oroutside Nigeria, :slj__zll:i be guilty of an
offence and shall be liable onconviction- .

{a) in the case of' an individual, to'a fine not excted i,ng’N'3 QO,ﬁOO or
‘toimprisonment foraterm n'm:_ exceeding 12 moﬁths or fﬁ'i;oth; or b |

-7 {b) inany olier case, toa fine not EX c_cedﬁ1g _N_SMiHion, and, in the

case of a continuing offence, to a further fing not exceeding N 18 Miilion for

© every day or part ofa day during which the 0ﬁ‘eﬁc§: continues after,

.-{2)-ltis notadefenceton ghatg?juhde'ri_s“ub‘"glau:se (1) that-
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an offence
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(a) the person is subject to a duty under any written law, ariy rule of
{aw, any contract or any rule of professional conduct, that prevents the person
from complying with any part of a Part 4 Regulation or Remedial Order or
restricts tﬁe person in stich compliance; or

(b) the person has app]ieci to vary or cancel the Regulation or Orderor
has appealed to the High Court against the Regulatxon '

(3) No civil-or criminal Hability is incurred by a person or an ofﬁcer
employee oragent of the person, for doing or omitting to do any act, ifthe actis
done or omitted to be done with reasonable care and in good faith and for the -
purpose of comp!yiné ‘with or giving effect to the Part 4 Regulation or
Remedial Order. - = -~

(4) In determining whethe;é person charged with an offence under
sub Clause (1) has a reasonable excuse "for-failing to comply with a Part
ARegulation or Remedial Order, the court must consider- '

(a) the state of the a%;té“available to give effect to the Regulation or
Order, .

(b) the cost of complying with the Regulation or Order relative to the
means availableto the person;and -

@ any otherrelevant factor,

23.-{1) thisclanse applies where-

{a) a person that s an internet intermediary fails to comply with a Part
4 Regulation or Remedial Order; |

(b) the subject material is being trapsmitted in Nigeria on an online
location;and .~ | | . .

(c)the Law Enforceme‘n% Department is satisfied that one or more end
users in Nigeria have used or a:;e using the services of an internetaccess service
pro#ider to access thatonline location. h

(2) Law Enforcement Dcpaftment may direct the NCC to order the
intermet access service providér to take reasonable steps to disable access by

end users in N-iger?a to the online ldcatior{:alled in this Clause an access
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2

1 blocking order), and the NCC must give the internet access service provider

2. anaccess blocking order. | . T

3 (3).An internet access service provider that does .not comply with

a 4 an access blocking orde; shalf be guilty of an offehc«: and shallvbe liabe on

5 conviction to a fine not exceeding N1Million for each day during any partof _

6 which that erder is not fully complied with, up o atotal of N10 Million.

7 {4) No civit or criminal 'liability is jncurred‘by an ‘intem‘et access

8 service provider or an officer, employee pr agent of such provider, for

9 anything done or omitted to be done with rea,éon,abie care and'in good faith
16 incomplying with any access blocking order ‘ '

S 24-(1) The followmﬂ persons. may appeal to the ngh Court  appeals to High
12 againstany Part4 Repulation: ‘ . cout
13 (&) the person to whom the Regulation is issued;
4 {b) 2 person who transmitted in Nigeria the subject material.
15 {2} No appeal may be made to the High Court by any person unless
16 the person has first applied fo the Law Enforcement De;}artméntté vary or
17 cance! the Part 4 Regulations either in whole or in part.
18 (3) An appeal may only be made to the High Court within such

19 period as may be preseribed by Rules of Court. ’

20 {4YThe High bourt must hear and determine any such appeal and 3

21 may gither confirm the Part 4 Regulation orset 1t aside.

2z " {3)TheHigh Court may only set '151deaPart4 Regulation on 'my of

23 the following grounds on an appeal by the person o whom the Regulation is

24 issued: '

125 ' (2} in thecase of a Targeted Correction Regﬁlatioﬁ or a Disabling

26 Regulation; the subject material was not trans:ﬁ i_ttéd in Nbiger_iq. or wras not

27 ‘transmitted in Nigerial by means of any intém.et' intermediary sgrvice |

28 pmwded by the person, ; , oy |
29 (b) the subject DnCLARATION isnota DFCLARATION offact- = i Rl
30 oris a true DECLARATION of fact; B
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g (c) itis not technically poésibie to comply with the Regulation,
(6) The High Court may only set aside a Part 4 Regulation on an

appeal by a person who transmitted in Nigeria. the subject mat,erial, on the

‘ground thatthe su&;ﬂj\t DECLARATION isnota DECLARATION of fact, oris

Arnt
a true{@f fact,

{T}A Part 4 Reg_ulatioﬁ that is the subject of an appeal under sub
Clause (L) ﬂains in effect despite the appéal, and onty ceases to have effect if
s : ,
it is set Side by the High Court or the Court pf Appeal on appeal from the High
Court, or if itexpires or is cancelled, )
(&)!fthe a;ﬁpel_lant (being the person to whom the Part 4 Begulation is

izsued) estabiishes a prima facie case that it is technically impossible to comply

+ with the Part 4 Regulation, the High Court may direct that the Regulatmn be

stayed pendmg determmatmn ofthe appeal

{(NThere is stich further right of appe;al from a decision of the High
Courtunder this Clause as exis:t's in thre case. of a decision made by that Cowtt in
the exercise of its original ci\{_iljufisdiction, |

(10) Rulesof _Cp_m-“t.may provide for the manner in which and the time
within which ,én appea-i under sub Clause (1).may be made and the procedure
foran aﬁ-plicétion tostay aPart4 Regula_tioﬁ appealed against.

25, The issuc ofa Part 4 Regulation or Remedial O—rder in relation to
any material does ot affé;t any power orright or“_ aity pérson (including aLaw
Enforcement Depértmeilf or ;iny_.P-arty Interested) to take any action under this
Actorany other law in reiation tothe sub]ect'DF CLARATION, or the power of
the Pubhc Prcsacutor to initiate Pmceedmgs for an offence under this Act or
aly other law Pn relatmn to that DECLARAT[ON

Zé (1) The Law Enfarcement Dﬁpartment may at any time vary of

- cancel the Part 4 Reguianon or Remechal Order, by servmg a written notice on

- tha%,’crson to whom the»Recrulanon or Ordcr is issued

( ),_The Law Em"mcemcnt Dapaltment may vary. oF cancel ihe

] Ragui'atmn of Order under sub Chuse (1)

R Gl NS
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{a) on the Law _Enforceimht D;partment's 6wn initiative provfded
thereisa prima facie reason necessitating this variation orcance]lation ; or

(b) on an application by- »

(i)the persento whom the Regulation or Order is issued; or

{ii) aperson who trapsrﬁitted iﬁNige_ria the subject material.

(3)A Part 4 Regulation or Remedia! Order remains in effect despite
any application made to the Law Enf‘orcément Department for its variation
or cancellation. . ) |

PART 5. - DECLARATION JO._F‘QNLI_NE LOCATIONS

27.-(1) The Law Enforcement Department may ‘declare anonline

iocation as DECLARED online locdtion if all of the following conditions

are satisfied:

ormore active Part 3 1efruiat1{m or Part4 regu!atmn ar both have been orare

being transmitted in Nigeria on the onling locat;on =5

(b) atleast 3 of ihose DECLARATIONS had first been transmlﬁed

in Nigeria on the onling location within 6 months before the date the .

DECLARATION is mad &

(2) For the purpose of sub ("lause (1)(a), DECLARATION is

déﬂ’erent from another ifi 1t.1s dlfferent_m a matquai-pan;bplar ﬁ'pm that nth_e_r
DECLARATION. e

(3) ADECLARATION:-

{2) must contain the U‘nivgrsai ResoufceLoc\_ator (URL), doﬁain
name, or any other unique identifier ofthe on}ihé’incation; s

{(b)must reproduce the relevant lzegulation'

(c) mnst state the date the DECLARATION COmes mto effect;

{d) must state. the datg of the- DECLARATI ON's explry oF 8
formula by which that date may be wor ked out, which mustnot be later than
2 years afterthe dale in paragraph ©; - ...

() may state the tim? on that date the DECL ARATION is to expire

(3)3 ormore drfferenr DECLARAT!O\ES that arethe sub_Ject ofone E

Declared Cnline -

Loecations
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ora formiu laby which that time may be worked out;

{f) may require the owner or operator of the online location
DECLARATION (whether or not he or she is inor outside Nigeria) to transmit
in the specified manner in Nigeria to end user who accesses the onling lacation,

& notice in the‘ 'speciﬁed terms that the online location is the subject of a

' DECLARATION and

(g) must contain such other pamcu!ars asmay be prescribed.
4y A DECLARATION expires-
{a)on the date and at the time (if any) DECLARED in, or workad out
in accordance with, the; or ’
‘(byorithedateitis cance!led or setaside, whichever is earlier.
{4) As soon as possible after 4 DECLARA TION is. made and befare
the date’it comes into effect, the Law Enforcement Department must-
{a) publish, in such form and manner as may be prescribed, a notice in
the Cva:-:ertaa-= |
(st atmg thata DECLARATION has been issued under this Clause;
and '
(i) éﬁtting out the URL, -&mmin name, or any other ﬁnique identifier
ofthe online tocation, to which the DECLARATION relates; and
" (b) make reasoriable efforts to give a copy of the DECLARATION to
the owner or operator ofthe DECLARED onlinc location.
(6) The owner or operator of a DECLARED online location who fails
to comply with any requirement m‘entiohed in sub Clause (3)(1) whether in or
outside Nigeria, shall be guilty of an offenceandshallbe llable onconviction-

(a) in the case of an mdmdual toafine nouxceedmg N300,000 or to

- imprisomiment for a term not exc¥eding 3 vears _or to both, or

" (b)inany other case, toafine not exceedingN"sMi!iian
(7 It is a defence 1o a charge undﬁr sub Clause {6) for the accused to
prove that the accused did nat know and had ne’ reason to believe that a

DECLARATION was made in relation tothe online location,

Y
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1 {%) The Law Enforcement Depal"tmem may at any time suspend a
2 DECLARATION for such period as the Law Enforcement Department may
3 determine, or vary or cancel aDECLARATION.

4 {9) The Law Enforcement Department may suspend, vary or

cancala DECLARATION-

s

& © (a)onthe Law Enforcement Departruent's own initiative; or

] {b)onan applicationby-

8 (1) the owner or operator of the DECLARED online location; or

]  (ihany personwith editorial control over the online location.

1% (103 As soon as possible after a DECLARATION is suspended,

i varied orcancelled, the Competent Authority must-

2 ‘ (a) publish, in such form and manner as may be prescribed, a notice
3 of the suspension, variation or cancellation in the Gazette; and

i4 ~ {b) make reasonable efforts to give a copy of such notice to the

zr oroperator of the DECLARED online focation.

P {11} Forthe purposesof sub Clause (1)-

17 (@) "active", in relaiion to a Part 3 Regulation or Part 4 Regulation,

[E: means that the Part 3 Regulation or Part 4 Regulation (as the case may be)

i fas 6ot been set aside at the time the DECLARATION mentioned in gub

2 Clause{} 11s made;

A ‘ by where a DECLARATION of fact is transmitted fn Nigeria on- .

e (1) an online location bearing a sub domain name that is part of'a

2% domain name; or

24 (i) asub directmy‘ofa website,

25 the Law Enforcement Department may treat the DECLARATION as
26 ~tansmitted on the online location that bears that domain name, or on that
27 website, as the case may be; and

28 {c) where the DECLARATIONs mentioned in sub Clauvse (1) are
29 duplicated on another online locaiion (called in this paragrajjh the mirrored

30 focation), each mirrored location is fo be regarded as part of the original

a
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Access Blocking
Order
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anling location. '
28.-(1} This Clauseapplies wh.ere— .
; (a) paig content included on a DECLARED cnline location is
reunsnandl _
ransmit in Nigeria after a prescribed period starting on the date the
DECLA RATiON concerned cameii. nto effect; and

(b) the Law Enforcement Department is satisfied that after the date
the DECLARATI ON'came into effect, one or more end users in Nigeria have
used or are using the services of an internet access service provider to access |
the DECLARED online location.

(2) This Clause alst appl-ies where-

(a) the owner or operator of a DECLARED online location did not
comply with a requirement mentioned in Clause 27(3)(F) that is specified inthe
DECLARATION concerned; and

(t) the Law Enforcement Department is sati;ﬁed that after the date
the DECLARATION came into effect, one or more end users in Nigeria have
used or are using the services of an internet access service provider 1o access
the DECLARED online locatior.

{(3) The Law Enforcement Department may direct the NCC to order
the internst access service provider to take reasonable steps to disable acccs..s
by end users in Nigeria to the DECLARED online location (called in this
Clause an access blocking order), and the NCC must give the infernet access
service provider an access blocking order, |

{4) An Internet access service provider that fails to compty with ap
access blocking order shall be guilty of an offence and shall be liable on
cenviction to a fine not exceedingﬁMillion for each day during any part of
which that order is not fully complied with, up toa total 6T N 10 Million .

{4) Mo clvil or Criminal:Iiz}_bilily is mcurred by an intomet access
service provider or an officer. employee or agent of such provider for
anything done or omitied Lo be done with reasonable care and in- good foiih in

complyingwith an access blocking order.
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29.-(1) This Clause applies where-

(a) paid content included on @ DECLARED online location is

transmitted in Nigeria after a prescribed period starting on the date the

DECLARATION concerned came into effect;

(b) the Law Enforcement Department is satisfiad that after the date
the DECLARATION came into effect, one or more end users in Nigeria
have used or are using the serviees of an internet intermediary to access the
DECLARED online location; and

(¢} the internet intermediary has coutro! overaccess by end users in
any place to the DECLARED online location,

(2) This Clause alsoapplies where:

(a} the owner or operator of a DECLARED online tocation did not
comply with a requirement that is specified in the DECLARATION
concerned,;

{b) the Law Enforcement Departiment is satisfied that afier the date
the DECLARATION came into effect, one or more end users in Nigeria
have used or are using the services of an internet intermediary to access the
DECLARED online location; and

{¢) the internet intermediary has control over access by end users
in any place to the DECLARED online location.

(4) The Law Enforcement Department may direct the Coinpetent
Authority to order the internet intermediary to disable access by end users in
Nigeria to the DECLARED online location, and the Competent Autherity
must give the internet intermediary such order.

(5) An order of the Competent Aythority undernsub Clause (3) may
be issued to a person whether the person is in or outside Nigeria, and may
require the personto do an act in oroutside Nigeria.

(6) An internet intermediary that fails to comgly with an order of
the Competent Authority under sub Clause (3) whether in or outside Nigeria,

shall be guilty of an offence and shall be liable on conviction to a fine not

o

Crder to internet
intermediary to
disable access

1p declared online
ipcation
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1 exceeding NIMillion for each day during any part of which that order is not

i fully complied with, up to atotal of N10 Million.
3 (7) No civil or criminal liability is incurred by an i.rltemet
4 intermediary or an officer, eﬁlpl_oyee or agent of such intermediary, for
3 aﬁything done or omilted to be done with reasonable care and in good faith in
6 complying with an order undersub Clavse (3).

f}?iz:&;ﬁl 7 30.~{ 1) The following persons may appeal to thé high court against 2

i 8 DECLARATION: ’

0 () the owner _01" operator of the DECLARED online loca'tion; (b) any

[0 personwith editorial control over the online location,

1 {2) No appeal may be made to the High Court by any personunless. ..
12 the person has first applied to the Law Enforcement Department to vary or
' 13 cancel the DECLARATION and the Law Enforecement Department refused the

14 application whetherinwholg or in part.

i5 (B)Aﬁ appeal may only be made to the High Court within such
i6 periodasmay be preseribed by Rules of Court.

17 (5) theiﬁigh %ourt nist hear and determine any such appeal and may
1§ eitherconfirm the DECLARATION orsetitaside.

1o (8) the E'i]igh E%un; may only set aside a DECLARATION on the
20 ground that, at the time of making the DECLARATION, the condition
21 specified was notsatisfied.

22 : (7) A DECLARATION that is the subject of an appeal remains in
73 effeci despite the appeal, and only ceases 1o have effectifit is set aside by the
24 High Court or the Court of Appeal on  appeal from the High Cout, or if it
725 expiresoriscancelled.

26 (8) There is such further right of appeal from a decision of the High
17 Court under this Clause as exists in the case ol a decision made by that Court in
28 theexeicise ofits original civil jurisdiction.

28 (9) Rules of Court may provide for the manner in which and the time

20 withinwhich anppeal undersub Clause (1) may be made.
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31.-{1) A person who, whether in or outside Nigeria, solicits,

recelves or agrees to receive any financial or other material benefit as an’

inducement ot reward for operating a DECLARED online location shall be
guilty ofan offence and shall be tiable on coaviction: ' ‘

{a) in the case of an individual, to a fine not exceeding N300,000 or
to imprisonment for a term not exceeding 3 years or fo both; or

{b) In any other case, to a fine not exceeding N5 Million.

{2} Without limiting the generalit{y of the expression, a person
receives financial or other material benefit as an inducenient or reward for
the operation of an online location if the person receives from another:

(a) any consideration for the sale of advertising space on the online
jocation; or

(b)any consideration foraccess toany part of the'on] ine location.

(3) Where a court convicts any person of an effence under sub
Clause (1), the court must, in addition to imposing on thal person Ll'm
punishment in that sub Clause, order the person o pay a5 a penalty, within
the tiue specified by the court, a sum equal to the amount of any financial or
oiher material benetitreceived orthe amount that in the court's opinion isthe
value of thar financial or other material benefit, and any such penaity is
recoverableas afine.

(43 Sub Clause (3} does ‘not apply if the court determines that the
valugofthe financial or other material benefit canniot be agsessed.

(5)Inthis Clause, a person is not taken to operata an online location
if the parson does so merely as part of providing an internet intermediary
service or incidentally to such provision.

32.;( 1) A secvice provider must take reasonable steps {both inand
Outside Nigerin} to ensure that after prescrib:ed period stérting on the daie
the DECLARATION comes into effect, any paid content fhat it includéar
causes 1o be included on a DECLARED online tocation is not ransmitted in

Nigerie orthe DECLARED onling location,

Deriving benefit
from operating
Declared Online
Loecation -

Certain persgns
mitst Aot trangmit
in Nigeria paid
content on Declared
Online Locations,

W
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Prohibition on
providing financial
suppo;r'tlto Declared
OnlindLocations
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(2) A digital advertising intermediary must take reasonable steps

-(both in and outside Nigeria) to ensure that, after a prescribed period starting on

the date the DECLARATION comes into effect, any paid content that it
includes or causes to be includeﬁ on &8 DECLARED onfine location is not
transmitted in Nigeria on the DECLARED online ocation.

{3) A prescribed diéital advertising intermediary or prescribed
internet intermediary must take reasonable sieps (both in and outside Nigeria)
to ensure that, after a vrescribed period starting on the date the
DECLARATION comes into effect, it does not, when acting as a digital
advertising intermediary oran internet intermediary, facilitate the _treinsmissi on
in Nigeria of any paid content that gives publicity to, or athel'»viéé promiotes, a
DECLARED online location,

(4)# person who contravenes sub Clause (1), (2) or {3) shall be guilty
of an offence and shal] be liable on conviction:

{a) in the case of an individual, to a fine not exceeding N200,600 or to
imprisonment for a term not exceeding 12 months ot to both; or

{b) inany other case, to a fine not exceeding N5 Million

(5} In any proceeding foran offence under sub Clause (1), ) or{3),it
is a defence for the accused to prove that the accused did not know and had no
reagon to believe that Ithe online location was a DECLARED online location.

{6)Inany pfoceeding for an offence under sub Clause (1), (2) or (3), it
is: not & defense for the accused to show that:

(a) the accused did the act in guestion at the Regulaiion of ancther
person; oy l _

(b) the paid content was transmitted in Nigeria by its inclusion on any
online location through anh automatic process without the accused choosing
where the paid content is transmitted, except as an automatic response to the
requestofaperson, - .

: 33-(1) A péliSO[) must not, whether in or outside Nigeria, expend or

apply any property knowing or having reason to believe that the expenditure or
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el

1 application supports, helps or promotes the transmission of false declaration
2 of fact in Nigeria on a Declared Online Location. ' ' .
3 (2) VSub Clause (1) does not apply to a service provider or a digital S
4 advertising intermediary which gives any consideration for the purpose of
3 transmitting any paid content in Nigeria on the declare& online location; ’
6 {3) Aperson \#ho contravenes sub Clause (1) shall be guilty of an
7 affence andshall be liable on conviction: '
3 {a)inthe case ofan 'individuai, toa fine notexceeding N300,000 or
6 to imprisonméntfer aterm notexceeding 3 years orto both; or
10 {b}inany othercase, foa ﬁ_né notexceeding N 10 Million
8} | {4} Inthis Clause, “propef"ty” means money and all other property,
. _ _ .
12 movable or immovable, including things in action and other intangible or
13 incorporeal property.
14 : 34, The Law Enfm'cement Department may make Regulation Regulation '
15 necessary or convenient 1o be preseribed for carrying out or giving effect to
16 thisAct.
17 35, InthisAct, utﬂess the contextotherwise requires- | ' Interpretation
18 "Law Enforcement Department” meangg_j he Nigeria Police Force;
19 “boi" mearis a computer program made or altered for the purpose of i'uhning-
20 automated tasks;
21 "computing resource service” means a service that provides the use of any
22 computer hardware or software to enhance the processing capability or
23 storage capacity of'a computer; »
24 “coprdinated inauthentic behavicur” meansany coordinated activity carried
23 oufusing 2 or moie online accounts, in order to mislead end users in Nigeria .
28 of any intemnet intermediary service as to any maiter, but exciudes any
27 activity carried out using online acéounts- '
A {a) that are controlled by the same person; and -

0 (b} none of which is an inauthentic online account or Is controtled -

30 by @ Lot 0
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I -Correction Regulation" means a Regulation issued under Clause 7;

"DECLARATION" means Va DECLARATION made under Clause 27;

[

3 "DECLARED online location" means an online location that is the subject of a

4 DECLARATION thatis in effect;

5 "digital advertising intermediary” means any person whe, in the ordinary
G course of business, facilitates the transmission of paid content in any place by
7 acting as the link oy part ofthe link between-

8 {@} the ownars or operators of online locations; and
9 () adverti.sers and ser_vi& providers, by means of an iﬂtt‘,l:ﬂet based

10 service;
i ‘ . Examples
i2  Examples of digital advertising intermediaries are persons who provide any of

(3 thefollowing by meansofan intemetbased service:

4 {a) advertising exchange;
15 (b) demand side platformy;
16 {c) ‘supply sids platform.

17 "Disabling Regulation" meansa Regufation issuedunder Clause 18;

18 "General Corrsction Regu]ﬁtion" reans a Regulation issued under Clause 19; .
19 "NCC" means the Nligerian Communications Commission established by the
26 Nigerian Communications Commission Act2003;

21 inauthentic online account” means an online account that is contrelled by a
24 person other than the person represented (whether by its user profile, unique
23 identifier or other information) as its holder, and the representation is made for

F)

24 the purpose of misleading end users in Nigeriz-ofany internet intermediap— -

23 serviceastotheholder's idéntit}/;

26 "intermet intermediary” ‘émean_{s a person whoo provides any internct
" $ o

27 Intermediary service;

28 -'"iﬁternet intermediary service" means-

20 (a)aservice thatallows end users to-access materials originating from

30 third parties onor througﬁﬂie internet;

o



2848 Protection from Internet F alsehoods, Manipulations and Other: Related A;farrers'B:‘[!,' 2019 C 797

*1 A (b) a service of tre‘msmitting such materials to end users on or
2 through the internet; ar & ' .

3 (c)a service of 'di-splaying, 0 an end user who uéés the service to
4 make an online search, an index of séaﬁéil FESLI?ITZS, each of which links t@mt
5 end user to content hosted or stored. ata loéation which is separate from the
6 location of the index of search results, but exc!u'dé's' :‘any act done for the
7 purpose of, orthat is incidental to, theprovision of; .

g (d) aservice of giving the public access to the intérnét, or

g {e)a cmﬁputing reso\irce service; '
10 a & &ram}ales ‘
1 Examples ofinternet irtermediary services are~ -
i2 (s} social networking services; . s
13 (b) search engiﬁe services;
O 5 content aggregation services;
= ¥ () internetbased messagii}g'gewicés;‘and--' o

16 {&) video sharing services, - ;
17 "material" means as;yt]iing that consists of 6r contains a DECLAR}\TION;
18 Examples o I 7
19 Examples of amaterial are amessage, a poét, ari afticld,a s’péécl'{,”ﬁfpicturé, a
20 videorecording andasoundrecording. £

21 "MMS" means a systefﬁ that endbles the fra‘hsrﬁié’é?oﬁ,n'Etl{r.'o‘i{gj}.{ P "nio'bivle
22 network, of multimedia messages; L r
23 wonline actount” means an account ércaifzd with an infernet intermediary for
24 - the use of an internetintermediary service';

25 “onling location” means any website, web ]'::'agé,ichat room or-f'ofUIﬂ, or any
26 - otherthingthatishostedona ceiafripufér';’ g £ " '

< Mnaid content” méans ‘any‘DECLARATIGN that is transmlt:iﬁ?:d i‘ls;-piaCE. for
28 - consideration; , ) ' :

28 "Part 3 Regulation” means a Corréction Regulation or a Stop 'I‘ransﬁissf'bﬂ

30 . Regulation; - .
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"Part 4 Regulation” means a Targeted Correction Regulatmn a -Disabling
Regutation ora General Correction Reglrlatlon, '

pxescribed digital advemsmﬂ mtermedlary" means a digital advertising
intermediary, or a class of digital advert:smg mtermedtarles, prescribed by
Regulation made under Clause 62;

"mreseribed internet mtermedlary means an mtemel mtermedlaiy, oraclass of
internet inte rmediaries; - '

"Remadial Order" meaﬁs an order made uﬁ'derCI:a\jiée Zl - ‘

"service provider” means-any person (other than a digital advertising
intermediary} who, in the ordinary course 0f busmess, prowdes advisory or _
other services re!atmg to the transmlss:on of pald contentm anyplace;

"SMS" fmeans & ‘syster that enables the"-,tré_nsnﬁiési;:iri, tﬁ'réligh a mobile
network, of text messages; . ' L
"DECLARATION" ieans 'ahy-.wor'd '(includin"g- abbfeviation and initial),
number, image (moving or otherwnse) sound symboi or othel representation,
ora combination of any of these, |

"Stop Transmission Regulation” meansa Ré?éulaltion issued under Clause 8;
"Targeted CorrectionRégulﬁﬁbn means a Reguiataon lssued under Clause 17

tetetransmission service" me(m.s.n\ny tranam:ssxon emission or reception of
signs, signal, writing, images, saunds or mtelhgence of any nature wxreradlo
visual or other electro- magmuc systems '

(2) InthisAct-

() a DECLARATION of fact is a ‘DECLARATION which a
reascnabie person seeing, hearing or otherwise perceiving it would consider to
be a representation af fact; and |

{(b)a DECLARATION is fa]se if Jt is false or mlsleadmg whether
wholly or in part, and Whether onits ownor inthe c_onte'xt-in which itappears. -

(3) In this Act, a person has editorial control over an anling Jocation if
the personisable fo decide one or both of the folloing:

{a) whether any DECLARAT!_ON n‘i"'ay be included or excluded on the
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online location; ) ] 4
(b) where to place any DECLARATION on the online location.
Meanmg of "transinit” '

3.-(1) In this Act other than in Part 2, a DECLARATION or

material is transm!tted in Nigeria.ifitis made ava:lable 10ONEOT MOTe ore end
useys in Nigeriaonor througi_) th,e,mtemet. - i o
' A{2) InPart 2,.37 DECLARATION is-tra_nsmitte,d‘in.}\‘_igeria if it is
made available to one Q{ more end users in Nigeria on or through- .

(althe intemet' or

(b) V!MS or SMS

{(3) A referenre in this Act to transm;umg a DI:CLARA FION or

ma?erm? in Njgel in mcludes causmg, its transmnssmn (wzthm the meaning ol

sith C%auae {or (2), asthecasemay be)in ‘N!ge: fa.
Memzmg of "Public 1!?!8:‘ est”. #

4, 5 or me purpoOSEs O ofthi is Actand without hmumg the Uenerahty
of the expression, itis inthe pubhc -mtf:r;m todo anything ifthe doing of that
thmo is necessary or expedient- - 7 ' B

{ayin tne nztcrest of the security et Nigeriaor any part otngena

(%0 pmzect public hea!th or pubhc_'ﬁnances, or to secure public
safety or public tr'mqts;hi Vi o v

{c in the interest 0f fir rendly zelanons of ngm ia with other
countries; _

{dyto preventany influence of the outcome ofa general élection to
any Oifice; k, o _ -.

(&) to prevent ingiternent of feehﬁgs ni enmlr_y, hatr ed or il will
between different groups dfpersans or . ;

{Ho prewm a d:mmuhon of pub!mmnﬁdence in the performance

of any duty or function of, or in the exercise of any power by the

-Governanent.
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Short titfe 1 36. This Bill rﬁay be cited as the Protection from I.nternet Féiseh oods,
2 Manipulations and OtherRelated Matters Bill, _2019. '
EXPLANATORY MEMORAI;{DUM
This Bill seeks. to prevent Falsehoods and. Manipulations in Interaet
transmission and correspondences in Nigeria. To Supp';ress, falschoods and
manipulations and counter ‘the 'ez,;fects of -such communications and
transinissions and to- sanction offenders with & view o encouraging and

enhancing transpargﬁcy by Social -Mgdira Platforms - using ‘the interdet

correspondences.



PLAC

POLICY AND LEGRL ADVOCACY CENTRE

Plot 451 Gambo Jimeta Crescent,
Guzape District,

Abuja, Nigeria.

Website: www.placng.org

*Email: info@placng.org
*Phone: 08091899999

*Facebook: www.facebook.com/plac
*Twitter: @placng

About PLAC

Policy and Legal Advocacy Centre (PLAC) is a non-governmental organization committed to strengthening
democratic governance and citizens’ participation in Nigeria. PLAC works to enhance citizens” engagement with
state institutions, and to promote transparency and accountability in policy and decision-making processes.

The main focus of PLAC’s intervention in the democratic governance process is on building the capacity of
the legislature and reforming the electoral process. Since its establishment, PLAC has grown into a leading
institution with capacity to deliver cutting-edge research, policy analysis and advocacy. PLAC receives funding

support from donors and other philanthropic sources.




