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REPORT OF THE CONFERENCE COMMITTEE ON ELECTRONIC TRANSACTIONS
BILL, 2017

PREAMBLE

The Conference Committee on the Electronic Transactions Bill, 2017 met on
Tuesday, 4t April 2017 to harmonise the Senate and House of Representatives
versions of the Bill. In attendance were the following members:

i Senator Buhari Abdulfatai - Chairman
i, Hon. Uzoma Nkem-Abonta - Co - Chairman
iii.- Senator Rafiu A. [brahim - Member
v, Senator Tijjani Y, Kaura - Member
V. Senator Danjumma Goje - Member
vi,  Senator Stella A, Oduah - Member
vil.  Senator Foster Ogola - Member
vili,  Hon. Samaila Suleiman - Member
ix.  Hon. Abubakar Amuda Kannike - Member
X. Hon. Zakariya’u Galadima - Member
Xi. Hon. Jide Akinloye - Member
xil. ~ Hon. Diri Douye - Meraber

2.0 OBJECTIVE OF THE BILL

The Electronic Transactions Bill seeks to provide a legal and regulatory framework
for conducting transactions using electronic or related media, and for the
protection of the rights of the consumers and other parties in electronic
transactions and services, as well as facilitation of electronic commerce in Nigeria,

The desire to provide this legislative framework is predicated on the need to
upgrade Nigeria’s commercial system in line with the globa! digital economic
system occasionally by information and communication technology revolution.

3.0 METHODOLOGY

Firstly, copies of the two versions of the Bill (i.e. the Senate and House of

Representativesversions) were shared to members of the Conference Committee
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for their individual study. Having individuaily perused them, a meeting of the
committee was held to consider and harmonise the differences therein.

4,0 ANALYSIS OF THE BILL

The Senate version of the Bill contains nine {9) parts and forty-five (45) clauses
while the House version is arranged in twenty-three (23} clauses. Though the
numbering of the clauses with their provisions does not follow the same
sequence in the two versions, all the provisions in the House version are
contained in that of the Senate, which is more in-depth and elaborate, and
conseguently has a wider coverage.

5.0 TECHNICAL SESSION

In view of the fact that the Senate version of the Bill encompasses ali the
provisions in the House version and has a wider scope, the Committee adopted all
the clauses in the Senate version Includihg the Long Title and the Explanatory
Memorandum. However the date is corrected to read 2017, the current year in
which the harmonisation is done.

6.0 CONCLUSION

On behalf of the Conference Committee on the E-Transactions Bill, | wish to
express sincere appreciation to the President of the Senate, Distinguished Senator
(Dr.) A. B. Saraki CON, and the rest of my Distinguished colleagues for the
opportunity given us to serve the Senate, the National Assembly and our dear
country Nigeria.

rély and Go d bless.

S

Thank you most sinc

ehator Buhari Abdulfatai
Chairman, Senate Conferees.
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1 Senator Buhari Abdulfata; Chairman Ei//:iw—if/\/?‘/ﬁ
2 Hon. Uzoma Nkem-Abonta Co- Chairman Kﬂg,w“G
3 Senator Rafiu A. thrahim | Member
4 | Senator Tijani Y, Kaura Member
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7 Senator Foster Ogola Member
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CONFERENCE COMMITTEE REPORT ON A BILL FOR AN ACT TO FACILITATE THE USE OF INFORMATION IN
ELECTRONIC FORM FOR CONDUCTING TRANSACTIONS IN NIGERIA AND FOR CONNECTED PURPOSES 2017

SENATE HOUSE OF REPRESENTATIVE COMMITTEE i
RECOMMENDATION
\ i LONG TTILE LONG EITLE ‘
| A BILL FOR AN ACT TO FACILITATE THE | A BILL FOR AN ACT TO FACILITATE | Senate Version adopted
l USE OF INFORMATION IN ELECTRONIC j ELECTRONIC TRANSACTIONS IN
\ FORM FOR CONDUCT ING TRANSACTIONS NIGERIA; AND FOR RELATED MATTERS, |
IN NIGERIA AND FOR CONNECTED | 2017 (HB.374) !
‘ | PURPOSES, 2017 o . '
_ﬂfﬁjﬂﬁﬁ
1 COMMENCEMENT | COMMENCEMENT |
\ ' ENACTED by the National Assembly of the ENACTED by the National Assembly of the Senate Version adopted
Federal Republic of Nigeria as follows: Federal Republic of Nigeria - o
i
E PART I — PRELIMINARY
% 2. 1 This Bill is to provide a Jegal and regulatory | The Objects of this Rill are - Senate Version adopted
‘i | framework for: ,
i I
| | {a) conducting t;ransactions using electronic or (a) to éliminate legal barriers to the i
: related media; | effective use of electronic i
; i i communications in transactions;
| {b) the protection of the rights of conswmers and ' (b) to promote the harmonization of :
_ other parties in electronic transactions and legal rules on slectronic transactions
i . services; _ ‘ _ across national boundaries;
(c) the protection of personal data; and {c} to facilltate the appropriate use of |
: clectronic transactions; ‘ i
(d) facilitaticg olectronic commerce jn Nigeria. (d) to promote business  and
‘ community confidence in electronic ;
trapsactions; and
{¢) to enable business and the
community  to use electronic
communications in their transactions
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with government.

PART H-ELECTRONIC RECORDS

(V8]

Application _and _ Scope of _ Provisions
Recarding Electronic Records

(1) Without prejudice to the provisions of any
law or regulation regarding commercial and
other transactions or relationship of parties
thereto, this Bill shall apply to the use of
information in the form of electronic or other
media.

(2) This Bill shall not apply to any law requiring
writing or signatwre in any of the following
circumstances:

(a) the creation or execution of a will;
(b) the execution of negotiable instruments;

(c) the creation, performance or enforcement of
an indenture, declaration of trust or power of
attorney with the exception of constructive and
resulting trusts;

(d) any contract for the sale or other disposition
of immovable property, or any interest in such

property;

(e) the conveyance of immavable property or the
transfer of any interest in immovable property;

(f) documents of title for movable or immavabie
property; and

{g) where such. application would involve a

Application _of the Bilk

The provisions of this Bill shall apply to
transactions both in the private and public
sectors. '

Senate Version adopted




construction of a rule of law that is clearly
inconsistent with the manifest intent of the

lawmaking body or repugnant to the context of |

the same mle of law:

PROVIDED that the mere requirement that
information be in writing, written or "printed"
shall not by itself be sufficient to establish such
intent.

(3) NITDA, in consultation with CBN and the
NCC may prescribe rules, conditions and
regulations that shail be complied with in order
to meet the provisions of this Bill.

(4) Notwithstanding anything in the Stamp Duty
Act, in relation to this Bill, documents whose
media are not paper, shall be liable to stamp
duties as may be prescribed by the appropiiate
regulatory body. ' :

(5) Notwithstanding anything contained in the
Nigerian Communications Act, or rules made
under it, it shall be lawful to transmit and send
documents as defined in this Bill.

L2

Validity of Electronic Recerds

(1) Information shail not be denied legal effect,
validity and enforceability solely on the grounds
of:

(a) the medium in or on which the information is
represented, the technology in  which the
representation of the information was made and
in which the information is being communicated;

(b) the Information in the document derives ifs
validity and enforceability =~ by reference .to

Non—Discriminaﬁon Against  Electronic
Information

1) As from the commencement of this Bill, no
information shall be denied legal effect,
validity or enforcement solely on the ground
that it is in electronic form. '

Senate Version adopted




information in another document.

(2) Where the use of a document Is required by
any law, that requirement shall be satisfied by 2
document as defined in this Act.

(3} A document shall not be denied admissibility
solely on the grounds that the document can
neither be confirmed nor denied owing to the-
medium or technology used.

(4) Separate documents on or in the same or

separate media and based on the same or scparate

technologies, even when combined into a single

document, for transmission, retention or other

purposes, do not lose their distinct nature, if both .
the integrity of the combined document and the
integrity of each separate reconstituted document

are ensured by logical structuring elements. -

(2) In sections 4, 5, 6, 7 and 8, where rules of
taw- '

(2) require information to be in writing, given,
signed, original, or retained, the requirement is
met if the section is complied with;

(b) provide consequences Wwhere the
information is not in writing, given, signed,
original, or retained, the consequences are
avoided if the section is complied with; and

(c) provide consequences if the information is
in writihg, given, signed, original or retained,
the consequences are achieved if the section is
complied with.

Documents Reguired to be in Writing

(1)Where any law requires information to be in
writing, that requirement is met if  the
information is contained in a documeni as
defined by this Bill and such information is

‘Wiitine Requirements

(H A rule of law that requires information
to be in writing or to be given in writing is
satisfied by information in electronic form if
the information is accessible so as fo be usable

Senate Versicn adopted
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accessible in a manner useable for subsequent
reference.

(2)  Subsection (I} applies whether the
requirement therein is I the form of an
obligation or of this section the law simply
provides consequences for the information not
being in writing.

(3) The provision of this section shall not apply:

(a) 1f the information required by law to be in
writing is a notice of;

(1) the cancellation or termination of utility
services;

(ify the default, acceleration, possession,
foreclosure or eviction or the right secured under
a credit agreement, or a rental agreement for a
primary residence of an individual;

(iii) the cancellation or termination of health

for subsequent reference.

(2) In subsection (1), giving information
includes, but is not limited to, the following-
(a) making an application;

(b) making, filling or lodging a claim;

(c) giving, Sendil:lg or serving a notification;
(d) filing or lodging a return;

(e ) making a request;

() making a declaration;

(¢) filing or lodging issuing a certificate:

{(h) making, varying or cance.lling an election:
(1) filling or lodging an objection;

(j) giving a statement of reasons;

3. Information in electronic form is not given
uniess the information is capable of being
retained by the person to whom it is given.

et
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insurance or benefit or life insurance benefits |

excluding annuities;

(iv) recall of a product or material failure of a
product that risks endangering health or safety;

(v) a public notice.

(b) to any document required to accompany any
transportation or handling of hazardous
materials, pesticides or other toxic or dangerous
material; ’ '

(c) to override any rule of law intended for

protection of consumers.

Exclusion of provisions by parties

Except as otherwise expressly agreed by the
parties to an agreement, the provisions of this
Bill shall apply in generating, sending, receiving,
storing or otherwise processing documernts.

Prescribed Forms

A rule of law that requires a person to provide
information in a prescribed non-electronic
form to another person .is satisfied by the
provision of the information in an electronic
form that 1s —

(a) organized in the same or substantially the
same way the prescribed non-electronic form:

(b) accessible to the other persons so as to be
usable for subsequent reference; and

{c) capable of being retained by the other
person.

Senpate Version adopted
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Original Documents

(1) Where an existing law, regulation, rule,
practice or procédure, requires information to be
presented or retained in its original form, that

Strnature Requirements

(1} If a rule of law requires the signature of a
person, that requirement is met by an electronic
signature.

Senate Version Adopted

requirement is met by a document if:




(a) there exists a reliable assurance as to the
integrity of the information is preserved from the
time when it was first generated in its final form
as a document; and

(b) where it is required that information be
presented, that information is capable of being
displayed to the person fo whom it is to be
presented.

(2) Subsection (1) applies whether the
requirement therein is in the form of an
obligation or of this section the law, regulation,
rule, practice or procedure simply provides
consequences  for the information not being
presented or retained 1o its original form.

(3) For the purposes of paragraph (a) of
subsection (1) of this section the integrity of
information shall be deemed to be reliable
assured if:

{(a) If the information has remained complete and
unaltered, apart from the addition of any
endorsement and any change which arises in the
normal course of communication, storage and
display; and

(b) In determining whether the information has
remained complete and unaltered the purpose for
which the information was generated and all the
relevant circumstances shall be considered.

(4) Where a document is required to be presented
in multiple copies to a single addressee at the
same time, that requirement shall be satisfied by
the submission of a single document that is
capable of being reproduced by that addressee.

(5) This section does not affect immigration and

(2) Parties may agree to use a particular
method of electronic signature.




citizenship documents.

Admnissibility of Documents

(1) In any legal proceedings, nothing in the
application of the rules of evidence shall apgly so
as to deny the admissibility of any doecument in
evidence: :

(a) on the sole ground that it is in the form of a
document as defined in this Bill; or

(b) on the grounds that it is not in its paper form.

(2) The weight to be attached to the information
represented in a document as defined in this Bill,
shall be determined by the following :

(a) the relidbility of the manner in which the
information  was  generated, stored or

communicated;

(b) the reliability of the manner in which the
integrity of the information was maintained;

(¢} the manner in which its originator was
identified; and

(d) any other relevant factor.

(3) Without prejudice to section 7(1) of this Bill,
this subsection should be read in_conjunction

Requirements to Produce an  Original
Document -

A rule of law that requires a person to produce,
examine or keep an original document is
satisfied if the person produces, examines or

retains the document in electronic form, if —

(a) having regard to all the relevant
circumstances, the methods of generating the
electronic form ‘of the document provided a
reliable means of assuring the maintenance of
the integrity of the information contained in the
document; and

{b) in a case where an original document is to
be given to a person, the document given to the
person in electronic form is accessible so as to
be usable for subsequent reference and capable
of being retained by the person.

Senate Version Adopted




with Section 84 (1)-(3) of the Evidence Act
2011.

(4) Any appropriate regulatory body may by
regulation, having due regard to the development
of Information Technology, provide that this
section or a specified provision of this section,

does mot apply to a specified requirement,

permission, or law.

(5) This section does not apply to the practice
and procedure of a cowt or tribunal, where
practice and procedure herein includes all
matters in relation to which rules of court may be
made.

Electronic filing

(1) Where any law provides for:

(a) the filing of any form, application, or any
other document with any office, authority,
agency or body corporate;

(b} the issue or grant of any license, permit,

sanction or approval by whatever name called in

a particular manner;

Keeping Written Documents

A rule of law that requires a person to keep
information either that is in writing or that is
in electronic form, is satisfied by keeping the
information in electronic form, if—

(a) having regard to all the relevant
circumstances, when the electronic form of the
document was generated, the method of
generating the  electronic form of the
document provided a reliable means of
assuring the maintenance of the integrity of the
information contained in the document; and

(b} when the electronic form of the document
was generated, the information contained in the
electronic form of the document is accessible
so as to be usable for subsequent reference to
any person entitled to have access to the
information or to require its production.

Senate Version Adopted




(¢c) the receipt or payment of money mn a
particular  manner, them, notwithstanding
anything contained in any other law for the time
being in force, such requirement shail be deemed
to have been satisfied if such filing, issue, grant,
receipt or payment, as the case may be, is
effected by means of a document as defined in
this Act and as may be prescribed by the
appropriate regulatory body. ‘

(2) The . appropriate regulatory body, in
pursuance of the objectives of this Act and for
the purposes of subsection (1) of this section may
by Regulations preseribe: '

(a) the manner and format in which document or
records shall be filed, created, or issued;

(b) the manner or method of payment of any fee
or charges for filing, creation or issuance of any
document or record under paragraph (a).

(¢) where the document is to be signed, the type
of signature required and the manner and format
in which such signature must be attached or
associated with the document.

10.

Electronic Gazetie

Where any law provides that any rule, regulation,
order, bye-law, notification, or any other matter,
shall be published in a Gazette, then, such
requirement shall be deemed to have been
satisfied if such rule, regulation, order, bye-law,
notification or any other matter is published
electronically:

PROVIDED that where any rule, regulation,
order, bye-law, notification or any other matter is
published in the Gazette or Electronic Gazette,

Inteority of Info:_‘mation

For the purposes of Sections 7 and 8 of this
Bill, the integrity of information in a document
is maintained if, and only if, the information
has remained complete and unaltered, apart
from-

(a) the addition of any endorsement; or
(b) any immaterial change which arises in the

normal course of communication, storage or
display.

Senate Verston Adopted -
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the date of publication shall be deemed ta be the
date of the Gazette.

11.

10

Retention of Records

(1) Where an existing law, regulation, rule,
practice or procedure, requires that cerfain
information, documents or records be retained,
that requirement is met by retaining the
information in a document as defined in this law,
PROVIDED:

(a) the information contained therein 1is
accessible so as to be usable for subsequent

reference;

(b) the document is retained in the format in

which it was generated, sent or received, orin a |

format which can be demonstrated to represent
accurately the information generated, sent or
received; and

| (¢) such information, if retainéd, enables the

identification of the origin and destination of the
document, the date and time when it was senf or
received.

(2) An obligation to retain documents, records or
information in accordance with subsection (1)
does pot extend to anmy information, the sole
purpose of which is to enable the document to be
sent or received.

(3) A person may satisfy the requirement referred
to in subsection (1) of this section by using the
services of any other person, provided that the
conditions set forth in paragraphs (a), (b) and (c)
of subsection (1) are met.

Recognition of Foreicn Electronic

BPocuments and Sicuatuses

In determining whether or o what extent
information, in electronic form is legally
effective, no regards shall be given to the
location where the information was created or
used, or to the place of business of its creator.

Senate Version Adopted
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(4) Nothing in this Bill, shall confer a right upon

any person to insist that any Agency ory

Departinent of the Federal or State Governiment
or any authority or body established by or under
any law shall accept, issue, create, retain and
preserve any document only in am electronic
form or effect any monetary transaction by
means of a document.

g e 3

PART IML- ELECTRONIC SIGNATURE

12.

Validity of Electronic Signature

(1) Where the signature of a person is required,
that requirement is met in relation {o an
electronic communication if:

(a) any method is used to identify the person and
to indicate the person's approval of the
information communicated; :

(b) baving regard to all the relevant
circumstances at the time the method was used,
the method was as reliable as was appropriate for
the purposes for which the information was
communicated; and

(c) the person to whom the signature is required
to be given consents to that requirement being
met by way of the use of the method mentioned
in paragraph (a).

(2) This section does not affect the operaticen of
any other law that makes provision for or in

relation to requiring:

(2) an electronic communication to contain an
clectronic signature however described;

{b) an electronic communication to contain a

Government Uses -

(1) Where a public body has power to create,
collect, ' receive, store, iransfer, distribute,
publish, issue or otherwise deal with
information and documents, it shall have the
power to do so electronically.

(2) The provisions of subsection (1) of this
section shall be subject to any rule of law that
expressly prohibits the use of electronic means
or expressly requires them to be used in
specified ways.

Senate Version Adopted
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unique identification in an electronic form; and

(c) a particular method to be used in relation to
an electronic  comununication fo identify the
originator of the communication and tfo indicate
the originator's approval of the information
communicated.

(3) This section shall apply to the execution and
the use of the electronic signature in closed
systems, unless the users of a closed system
specify otherwise.

(3) For the purposes of subsection (2) of this
section, a reference to writing or signature does
not in itself constitute an express prohibition of
the use of electronic means.

(4) Where a public body consents to recgive
ny information: in electronic form, it may

specify-

(2) the manner and format in which the
information shall be communicated to. it;

(b) the type or method of electronic signature
required, if any; -

(c) control processes and procedures to ensure
integrity, security and confidentiality of the
information;

{(d) any other attributes for the information that
are currently specified for corresponding
information on paper.

(5) The requirements of section 4(1) and (3)
and section 5 of this Bill shall also apply to
information described in subsection (4) of this
section.

{6) A public body may make or receive
payment in electronic form by any manner
specified by the public body and approved by
the Minisier. :

13




Exemptions

13. 112 Administration of Electronic Signature
(DThe administration of electronic signature |.This Biil does not apply to- Senate Version Adopted
shall be in accordance with rules, guidelines and '
standards as may be prescribed by NITDA. {a) the creation or transfer of interests
(2) In consonance with the Freedom of in real property; }
Information requirements, NITDA is empowered (b) negotiable instruments;
by this subsection, to review activities, establish, gota ’
maintain and publish a register of Electronic 4 Fritle:
Signature Certification Services. (c) documents of title;
| (d) wills and trusts created bﬂy will; and
(e) amy class of documents,
transactions or rules of law excluded
by regulation under this Bill.
4. |13 Certification Authority 1 Certain Other Laws not Affected

Electronic Signature Certification services shall
be provided by a certification authority in
accordance with the provisions of the
accreditation granted under the electronic
signature administration.

(1} Nothing in this Bill limits the operation of
any other enactment that expressly authorizes,
prohibits or regulates the use of information in
electronic form, including a method of
electronic signature.

(2} Nothing in this Bill limits the operation of
any other emactment requiring information to
be posted or displayed in a specified manner or
requiring any information to be transmitted by
a specified method.

(3} A reference to writing or signature does not
in itself constitute a prohibition for the purpose
of subsection (1} of this section or a legal
requirement for the purpose of subsection (2}
of this section.

Senate Version Adopted
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15.

14

Recognition of Foreign Certification

Consent

Authority

An electronic signature created or used outside
Nigeria shall have the same legal effect in

Nigeria as an electronic signature created or used |

in Nigeria if it satisfies the Nigeria Certification
Standards.

(1) Nothing in this Bill requires a person to
.use, provide or accept information in electronic
form without his consent, but a persof's
consent to do so may be inferred from the
person's conduct.

(2) Despite the provisions of subsection (1} of
this section, the consent of a public body,
pursudnt to the provisions of section 11 of this
Bill, to accept information in electronic form
may not be inferred from its conduct but must
be expressed by comumunication accessible to
the public or to those most likely to
communicate with it for particular purposes.

(3) Nothing in this Bill authorizes a public
body, pursuant to the provisions of section 1
of this Bill, to. require any person to use,
provide or accept information in electronic
form without consent.

Senate Version Adopted

i6.

15

Record Retention by Certification Authority

Contracts

A certification authority shall maintain for a
minimum period as may be prescribed in the
certification administration guidelines:

(a) the documentation concerning the
organizational, technical and security means used
for compliance with the requirements arising
from law and from the relevant regulations;

(b) originals of applications for issuance of
certificates  together with the respective

(1) Unless ihe parties agree otherwise, an offer,
the acceptance of an offer or any other matter
that is material to the formation or operation of
a contract may be expressed-

(a) by means of information in electronic form;
or

(b) by an act that is intended to result in
electronic communication, such as touching or
clicking on an appropriate icon or other place

Senate Version Adopted
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documents proving identity of the applicant;

(¢) the documents corresponding to any revoked
certificate.

on a computer screen, or by speaking.

() A contract is not invalid or unenforceable
by reason only of being in electronic form.

i7. | 16 Liability of Certification Authority Automated Contracts
An accredited certification authority shali be | A contract may be formed by the interaction of | Senate Version Adopted
liable for any breach of its obligations and shall | computer programmes or other electronic
pay fines as may be specified in the certification | means used to initiate an act or to respond to
administration guidelines. electronic information, in whole or in part,
without review by an individual at the time of
the tesponse or act.
PART IV-DATA PROTECTION
18. | 17 Scope of Data Protection Provisions Mistakes in Partly Automated Contracts

(1) The provisions of this Part shall apply to the
processing of personal data wholly or partly by
automated means, and to the processing
otherwise than by automated means of personal
data which form part of a filing system or are
intended to form part of a filing system.

(1) An electronic transaction between an
individual and another person's automated
source of information has no legal effect if-

(a) the individual makes a material error in
electronic information or an electronic
document used in the transaction;

(b) the automated source of information does
not give the individual an opportunity to
prevent or correct the error;

(c) on becoming aware of the crror, the
individual promptly notifies the other person;
and

(d) in a case where consideration is received as
a result of the error, the individual, returns or
destroys the consideration in accordance with

Senate Version Adopted
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(2) The provisions shall not apply to the
processing of personal data:

(a) in the course of an activity concerning public
safety, defénce, national security;

(b) concerns the activities of law enforcement,
intelligence or prosecuting agencies in areas of
criminal law;

(c) by a natural person in the course of personal
or domestic activity.

the other person's instructions or, if there are
no instructions, deals with the consideration in
a reasonable manner, and does not benefit
materially by receiving the consideration.

{2) This section does not limit the operation of
any other rule of law relating to mistake.

i9.

18

Processine of Personal Data

(1} Personal data shall only be processed if at
least one of the following conditions are met
where the:

(a) data owner has given his consent to the
processing;

(b) processing is necessary for the performance
of a contract to which the data owner is a party,
or for the taking of steps at the request of the data
owner with a view to entering into a contract;

(c) processing is necessary for compliance with
any legal obligation to which the data holder is
subject, other than an obligation imposed by
contract;

(d) processing is necessary in order to protect the
vital interests of the data owner;

Expression of Will

As between the originator and the addressee of
a communication In electronic form, a
declaration of will or other statement shall not
be denied legal effect, validity or enforceability
solely on the grounds that it is in electronic
form.

Senate Version Adopted
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(e) processing is necessary in the interest of the
public and good governance.

(2)Personal data shall be obtained only for
specified and lawful purposes, and shall not be
further processed in any manoer incompatible
with those purposes.

(3)Personal data shall be adequate, relevant angl
not excessive in relation to the purposes for
which they are processed. '

(4)Personal data shall be provided accurately
and, where necessary, kept up to date.

(5) Personal data processed for whatever
purpose, shall not be kept for longer than

required for the fulfillment of the purpose for

which the data was obtained.

(6)Personal data shall be processed in accordance
with the rights of data owners under the laws of
the Federal Republic of Nigeria. '

(7)Personal data shall not be transferred to a
country or territory outside the Federal Republic
of Nigeria unless that country or territory
provides adequate level of protection for the
rights and freedoms of data owners in relation to
the processing of personal data.

20.

19

Processing of Sensitive Personal Data

(1) Personal data revealing racial or ethnic
origin, political opinions, religious  or
philosophical beliefs, trade-union membership,
and the processing of data concerning health or
sexual orientation shall not be processed unless:

(2) the data owner has given his explicit consent

Time and Place of Sending and Receiving
Electronic Communication

(1) An electronic communication is sent when
it enters an information system outside the
sender's control or, if the sender and the
addressee use the same information system,
when it becomes capable of being retrieved
and processed by the addressee.

18




to the processing of those data;

(b) processing is necessary for the purposes of
carrying out the obligations and specific rights of
the holder in the field of labour law and it is
authorized by law and adequate safeguards are
provided; '

(c) processing is necessary to protect the vital
interests of the data owner or of another person
where the data owner is physically or legally
incapable of giving his consent;

(d) processing is carried out in the course of its
legitimate activities with appropriate guarantees
by a foundation, association or any other non-
profit-seeking  body  with a  political,
philosophical, religious or trade-union aim and
on condition that the processing relates solely to
the members of the body or to persons who have
| regular contact with it in conmection with fis
purposes and that the data are not disclosed to a
third party without the consent of the data
OWnRers;

(e) the processing relates to data which are
manifestly made public by the data owner or is
necessary for the establishment, exercise or
defense of legal claims; and

(f) the processing is in the interest of public
policy, good governance and national security.

(2) Subsection (1) shall not apply where
processing of the data is required for the
purposes of preventive medicine, medical
diagnosis, the provision of care or treatment or
the management of health-care services, and
where those data are processed by a health
professional subject to the obligation of
professional secrecy or by another person also

(2) An eclectronic communication is presumed
t0 be received by the addressee-

(a) if the addressee has designated or uses an
information system for the purpose of
receiving communications of the type sent,
When it enters that information system and
becomes capable of being retrieved and
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subject to an equivalent obligation of secrecy.

processed by the addressee; or

(b) if the addressee has not designated or does
not use an information system for the purpose
of receiving communications of the type sent,
or if the addressee has designated or used such
a system but the communication has been sent
to another system, when the addressee
‘bgcemes aware of the communication in the
_addressee's information system and it becomes
capable of being retrieved and processed by the
addressee. '

{3) The provisions of subsections (1) and (2) of
this section apply unless the parties agree
otherwise.

(4) An electronic communication is deemed to
be sent from the sender's place of business and
received at the addressee's place of business.

(5) If the sender or the addressee has more than
one place of business, the place of business for
the purposes of subsection (4) of this section 1s
the one with the closest relationship to the
underlying transaction to which the electronic
| communication relates or, if there is no
underlying transaction, the person's principal
place of business.

(6) If the sender or addressee does not have a
place of business, the person's place of habitual
residence is deemed to be the place of business
for the purposes of subsection (4) of this
sectiomn. ‘

21.

20

Richts of Data Owner

Attribution of Electronic Communication
Consumer Protection

N

20




(1) Subject to the provisions of this Bill, an
individual shall be entitied to be informed by any
data holder where personal data of which that
individual is the data owner are being processed
by or on behalf of that data holder. Such
information which may be communicated in an
intelligible form shall include:

(a) the personal data of which that individual 1s
the data owner;

(b) the purposes for which they are being or are
to be processed;

(c) the recipicnts or classes of recipients to whom
they are or may be disclosed; and

(d) any information available to the data holder
as to the source of those data.

(2) The right in subsection (1} can only be
exercised provided that the data owner has made
a request in writing, and paid any required
administrative fees.

(3) An individual shall be entitled to dispute the
error or inaccuracy of the data held about him,
and have the data holder correct them, unless
such requests are vexatious or unreasonable.

(4) An individual shall be entitled to apply for
the suspension, withdrawal or order the blocking,
removal or destruction of persopal data, on proof
that it is incomplete, outdated, false,
compromised, unlawfully obtained, used for
unauthorized purpose ot no longer necessary for
the purpose for which it was collected.

{5) A data holder is not obliged to comply with a
request under this section uniess he is supplied
with such information as he may reascnably

An electronic communication is that of the
person who sends it, if it is sent directly by the
person or by an information system
jprogrammed by or on behalf of the person to
‘operate automatically.
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require in order to satisfy himself as to the
identity of the person making the request and to
Jocate the information which that person seeks.

(6) Where a data holder cannot comply with the i

request without disclosing information relating to
another individual who can be identified from
that information, he is not obliged to comply
with the request unless:

(a) the other individual has consented to the
disclosure of the information to the person
making the request; and

(b) it is reasonable in ll the circumstances to
comply with the request without the consent of
the other individual.

22,

21

Rishts of Preventing Data Processing

(1) An individual is entitled at any time by notice
in writing to a data holder to require the data
holder at the end of such period as is reasonable
in the circumstances to cease, or not to begin,
processing for the purposes of direct marketing,
such personal data in respect of which he is the
data owner.

(2) If a court of record is satisfied, on the
application of any person who has given a notice
under subsection (1), that the data holder has
failed to comply with the notice, the court of

Regulation

{1) A person using electronic communications
to sell goods or services to consumers shall
provide accurate, clear and accessible
information about themselves, sufficient to
allow- '

(a) identify the legal name of the person, its
principal geographic address, and an electronic
means of contact or telephone number;

(b) facilitate prompt, easy and effective
consumer communication with the seller; and

{c) allow service of legal process.
(2) A person using electronic communications

to sell goods or services fo consumers shall
provide accurate and accessible information
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record may order him to take such steps for
complying with the notice as the court deems fit.

(3) Liability of Data Holder

An individual who suffers damage by reason of
any contravention by a data holder of any of the
requirements of this Bill is entitled to
compensation from the data holder for that
damage.

sufficient to enable consumers to make an
informed decision about the proposed
transaction and to maintain an adequate records
of the information.

(3) A person using electronic communications
to sell goods or services to copsumers. shall
provide information about the terms,
conditions and costs associated with a
transaction, and notably -

(2) terms, conditions and methods of
payment; and '

(b) details of and conditions related to
withdrawal, termination, return,
exchange, cancellation and refund
policy information.

22

Processing on behalf of Data Holder

Any person acting under the authority of the
holder or of the processor, including the
processor himself, who has access to personal
data, shall not process such data except on
instructions from the holder, unless he is requited
to do so by law.

Interpretation

22. (1) In this Bill, unless the context otherwise
requires-

"electronic"  includes created, recorded,
transmitted or stored in digital or other
intangible form by electronic, magnetic, optical
or by any other means that has capabilities for
creation, recording, transmission or storage
similar to those means;

"electronic signature™ means information in
electrenic form that a person has created or
adopted in order to sign a document and that is
in, attached to or associated with a document;
"Minister" means Attorney-General of the
Federation;

"public body" includes-
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(a) a Minister, Ministry or Department or
Agency of Government;

(b} courts;

(c) bodies exercising statutory authority of
legislative, executive or judicial nature

(d) State governments or Local Govermnment
Councils or Area Councils;

"information system" means a system for
generating, sending, receiving, storing or
otherwise processing electronic
communications;

"rufe of law" means the common law,
legislation, and subsidiary legislation.

24,

Security of Personal Data

(1) A data holder must implement appropriate
technical and organizational measures and
exercise reasonable care to protect personal data
against accidental or unlawful destruction or
accidental loss and against unauthorized
alteration, processing, disclosure or access, in
particular where the processing involves the
transmission of data ovet a network, and against
all other unlawful forms of processing.

(2) Having regard to the state of the art and the
costs of their implementation, such measures
shall ensure a level of security appropriate to the
risks represented by the processing and the
nature of the data to be protected.

Citation

This Bill may be cited as the Electronic
Transactions Bill, 2017.
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25.

24

Agents of Data Holder

The data holder musi, where processing Iis
carried out on his behalf, choose a processor who
provides sufficient guarantees in respect of the
technical security measures and organizational
measures governing the processing to be carried
out and must ensure compliance with those
measures.
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Guidelines for Data Protection

NITDA may in consultation with any appropriate
regulatory body, develop rules and guidelines for
Data Protection in Nigeria.
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PART V- ELECTRONIC CONTRACT

27.

26

Validity of Elecironic Contracts

(1) In the context of contract formation, unless
otherwise agreed by the parties, an offer and
acceptance may be expressed by means of a
document as defined in this Act.

(2) Where a document is used in the formation of
a contract, that confract shall not be denied
validity or enforceability on the ground that a
document was used for that purpose.

(3) A contract may be formed by the interaction
of electronic agents, provided that the interaction
results in the agents engaging in operations that
confirm or indicate the existence of a contract.

(4y (a) A contract may be formed by the
interaction of an electronic agent and a natural
person.
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(b) A contract is formed if the person has reason
to know that he is dealing with an elecifonic
agent and the person takes actions or makes a
statement that he has reason to know that the
clectronic agent will perform the subject of the
contract, or instruct a person or agent to do so.

(5) Where there is an obligation on any person,
agency or body corporate, to make financial
payments, such obligation shall be fulfilled if the
payment is made electronically in a manner
specified by the Central-Bank of Nigeria under
any law, regulation or directive.

(6) Electronic Payment

NITDA or any appropriate regulatory body,
having due regard ‘to developments in
Information Technology, may by regulation
provide that Subsection (1) does not apply to a
specified transaction or to a specified law.

28.

27

Oricin of Document

(1) A document is that of the originator if it was
sent by the originator.

(2) As between the originator and the addressee,
a document is deemed to be that of the originator
if it was sent:

{(a) by a person who had the authority to act on
behalf of the originator in respect of that
document; and

(b) by an information system programmed by, or
on behalf of, the originator to operate
automatically.
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(3) As between the originator and the addresses,
an addressee is entitled to regard a document as
being that of the originator, and to act on that
assumption, if:

(a) in order to ascertain whether the document
was that of the originator, the addressee properly
applied a procedure previously agreed to by the
originator for that purpose; and

(b) the document as received by the addressce
resulted from the actions of a person whose
relationship with the originator or with any agent
of the originator enabled that person io gain
access to a method used by the originator to
1dentify documents.

(4) Subsection (3) does not apply:

(a) if the addressee has received notice from the
originator and had reasonable time to act
accordingly;

(b} in a case where subsection (3)(b) applies, at
any time when the addressee knew or should
have known, had he exercised reasonable care or
used any agreed procedure, that the document
was not that of the originator;

(c) if in all the circumstances of the case, it is

unconscionable for the addressee to regard the

document as that of the originator or to act on
that assumption; and

(d) where a document is that of the originator or
is deemed to be that of the originator, or the
addressee is entitled to act on that assumption,
then, as between the originator and the addressee,
the addressee is entitled to regard the documeit
received as being what the originator intended to

send, and to act on that assumption, PROVIDED

27




however that the addressee is not so entitled
when he knew, or should have known, had he
exercised reasonable care or used any agreed
procedure, that the transmission resulted in any
error in the document as received.

(5) The addressee is entitled to regard each
document received as a separate document and to
act on that assumption, EXCEPT to the extent
that it duplicates another document and the
addressee knew or should have known, had he
exercised reasonable care or used any agreed
procedure, that the document was a duplicate.

(6) Nothing in this section shall affect the faw on
the formation of contracts.

29.

28

Transmission of Documents -

(1) Subscctions (2) to (4) of this section shall
apply where, on or before sending a document,
or by means of that docuinent, the originator has
requested or has agreed with the addressec that
receipt of the document be acknowledged.

(2) Where the originator has not agreed with the
addressee that the acknowledgement be given in
a particular form or by a particular method, an
acknowledgement may be given by:

(a) any communicaﬁon by the addressee, whether
automated or otherwise; or

(b) any conduct of the addressee, sufficient to
indicate to the originator that the document has
been received.

(3) Where the originator has stated that the
delivery of the document is conditional on
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treated as though it has never been sent, until the
acknowledgement is received.

(4) Where the originator has not stated that the
delivery of a document is conditional on receipt
of  the acknowledgement, and the
acknowledgement has not been received by the
originator within the time specified or agreed or,
if no time has been specified or agreed, within a
reasonable time, the originator:

(2) may give notice to the addressee stating that
no acknowledgement has been received and
specifying a reasonable time by which the
acknowledgement shall be received; and

(b) if the acknowledgement is not received
within the time specified in paragraph (a}, may,
upon notice to the addressee, ireat the document
as though it had never been sent, or exercise any
other rights he may have.

(5) Where the originator receives the addressee’s
acknowledgement of receipt, it is presumed,
unless contrary evidence is adduced, that the
particular document was received by the
addressee.

(6) The presumption in subsection (5) above
does not imply that the document corresponds to
the information received.

(7) Where the received acknowledgement states
that the related document met requirements,
either agreed upon by the parties or set forth in
applicable standards, it is presumed that those
requirements have been met.

(8) Except in so far as it fel_ates to the sending or
receipt of the document, this section shall apply
to the legal consequences that may arise either
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from  that ~document or from  the
acknowledgement of its receipt.

g e

o

29

Dispatch of Documents

(1) Unless otherwise agreed between the
originator and the addressee, the dispatch of a
document occurs when it enters an information
system outside the control of the originator ox of
the person who sent the document on behalf of
the originator.

(2) Unless otherwise agreed between the
originator and the addressee, the time of receipt
of a document is determined as follows:

(a) if the addressee has designated an information
system for the purpose of receiving documents,
receipt ocours:

(i) at the time when the document enters the
designated information system; and

(i) if the document is sent to an information
system of the addressee that is not the designated
information system, at the time when the
document is retrieved by the addressee;

(b) if the addressee lias not designated an
information system, unless otherwise agreed
between the originator and the addressee, receipt
occurs when the document enters a designated
information system.

(3) Subsection (2) applies notwithstanding that
the place where the information system is located
may be different from the place where the
document is deemed to be received under
subsection (4).
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(4) Unless otherwise agreed between the
originator and the addressee, a document is
deemed to be dispatched at the principal place of

businesses of the originator, and is deemed to be |~
received at the principal place of business of ihe |

addressee.

(5) For the purposes of subsection (4): if the
originator or the addressee has niore than one
place of business, the place of business is tbLat
which has the closest relationship to the
underlying transaction or, where there is no
underlying transaction, the principal place of
business; if the originator or the addressee does
not have a place of business, reference is to be
made 1o his habitual residence.

(6) NITDA or any appropriate regulatory body
may by regulation, provide that this section does
not apply to a specified communication
involving documents.

30

Transnational Transactions

Where a contract to which this Act applies is a
transnational contract, ahd a dispute arises out
of or in connection with such contract, the
following provisions shall to apply:

(1) The dispute shall be decided in accordance
with the rule of law designated by the parties as
applicable to the substance of the dispute;

{2) Any designation by the parties of the law or
legal system of a given counfry shall be
construed, unless otherwise expressed, as
directly referring to substantive law of that
country and not to its conflict of laws rules;

(3) where parties have nof designated any law -
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32.

under subsection {1} , the court or arbitral body
shall apply the rules of law which it considers to
be appropriate given all the circumstances
surrounding the dispute;

{4) Where the contract has been concluded with a
person who pursues commercial or professional
activities in Nigeria or whip by any means directs
such activities to several couptries inciuding
Nigeria, such contract shall be subject to
Nigerian law; '

(5) Where a consumer enters into a contract with
a party who is not domiciled in Nigeria but has a
branch, agency or other establishment in Nigeria,
that party shall, in dispite arising out of the
operations of the branch, agency Of
establishiment, be deemed to be domiciled in

Nigeria;

(6) In all cases, the court shall rule in accordance
with the terms of the contract and shall take into
account the usage of the trade applicable to the
transaction.

PART VI— CARRIAGE OF GOCDS

Carriare of goods

This Part applies to any action in connection
with, or in pursuance of, a contract of carriage of
ooods, including but not limited to:

(a) (1) furnishing the marks, number, quantity
or weight of goods;

(ii) stating or declaring the nature or value of
goods;

(iii) issuing a receipt for goods;

32
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(iv) confirming that goods have been loaded;

(b) (i) notifying a person of terms and conditions
of the contract;

(ii)giving instructions to 4 carrier;
) () cl'aiming delivery of goods;
(i) authorizing release of goods;

(iii) giving notice of loss of, or damage to;
goods;

(d) giving any other notice or statement in
connection with the performance of the contract;

(¢) undertaking to deliver goods to a named
person or a person authorized to claim delivery;

(f) granting, acquiring, renouncing, surrendering,
transferring or negotiating rights in goods;

(g) acquiring or transferring rights and
obligations under the contract.

PART VI — CONSUMER PROTECTION

32

Information by Vendor

(1) A service provider or vendor shall provide a
consumer  with  sufficient and  relevant
information to enable informed decisions on the
part of that consumer. Such information shall be:

(a) clearly presented in a language the consumer
understands; '

{b) accurate;
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(¢) conspicuously displayed ~ at appropriate
stages of the consumer’s decision making,
particularly before the consumer confirms
transactions or  provides  any personal
nformation; and

(d) capable of being saved or printed by the
consurner.

(2) A service provider or vendor shall ensure that
its marketing practices and information are
current; accurate, not deceptive and misleading
to the consumer.

(3) A service provider or vendor shall identify
itself and provide information about its business
policies, and practices stating enquiry, complaint
and claim procedures, warranty or other support
services related to its goods or services before
the commencement of the transaction.

(4) Such information mentioned in subsection (3)
shall include:

(a) a description of the goods or services
including the quantity to be purchased, the full
price, including:

(i) the applicable CUITRIICY;

(ii) any shipping charges, taxes, and specific
reference to any other charges that the vendor 13
responsible for collecting;

(iii) when the vendor cannot reasonably ascertain
the amount of potentially applicable charges
including additional taxes, customs fees, custom
broker fees and the fact that such charges may
apply; and
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(iv) when the full price cannot be worked out in
advance, the method the vendor will use to
calculate it, including any recurrent cOsts and the
method used to calculate such costs;

(5) A service provider or vendor shall provide
the consumer with a record of the transaction
within a reasonable time after the transaction has
been completed.

33

Cancejlation of Contract before Processing

(1) A service provider or vendor shall take
reasonable steps to ensure that any censumer
who agrees to contract is fully informed of terms

of such contract. In particular, the consumer.

shall be provided with an option to correct or
cancel the order before it is accepted or
processed.

(2) When a service provider or vendor cannot
fulfill an obligation to a consuimer within the
time frame originally specified in the terms of an
agreement, the service provider or vendor shall
promptly notify the consumer, and provide the
option of cancelling the order at no charge,
except when doing so would be unreasonable.

(3) When a consumer contracts for the ongoing
provision of goods or services, and there is a
material change in the goods or services, Of
contract concerning the goods or services, the
service provider or vendor shalk:

(a) promptly notify the consumer about the
change;

(b) provide the consumer with an option to
decline further supply of the goods or services,
through a simple method of cancellation, without
incurring cost or further obligation ; and

Senate Version-Adopted

35




(c) provide timely confirmation of any such
cancellation.

(4) A service provider or vendor shall not hold
the consumer liable for any charges related to a
transaction in the following circiumstances:

(a) the transaction was not authorized by the
cOnsumer;

(b) the goods or services delivered were
materially different from those described by the
service provider or vendor;

(c) the service provider or vendor failed to
provide material information that could affect the
decision about the goods or services;

(d) the goods or services were not delivered in
the time specified, or under the conditions stated
in the original offer; and

(¢) there was no option for the consumer to
cancel the transaction when the consumer acted
in good faith:

PROVIDED that under these circumstances, a
service provider or vendor shall refund any
payment(s) the consumer makes, including aity
reasonable costs the consumer incurred directly
in the return of the goods in question to the
vendor in good order and within a reasonable
time.

35

Consumers Personal Information

(1) A service provider or vendor shall ensure
confidentiality of all personal information
collected from the consumer EXCEPT where the
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consent of the consumer is obtained or where the
faw demands disclosure.

(2) A service provider or vendor shall make |

public its privacy policy and make it easily
accessible to the consumer prior to the
commencement of the contract and whenever
personal information is either requested or
collected. Information that shall be disclosed as
part of the privacy policy includes the following:

(a) the specific kinds and sources of information
being collected and maintained in an glectronic
form, purposes, usage and disclosure;

(b) the choices available to a consumer regarding
the collection, use and disclosure of their
personal information, how they may exercise-and
change these choices, and the implications of
such choices;

(c) how a consumer may review and correct or
remove such information; and

(d) when the service provider or vendor uses
computer cookies, how and why they are used
and the consequences of consumers’ refusal to
accept a computer cookie.

(3) A service provider or vendor shall limit its
collection, use and disclosure of personal
information to that which a reasonable person
would consider appropriate in the circumstances.

(4) A service provider or vendor shall not, as a
condition for a transaction, require a consumer to
consent to the collection, use or disclosure of
personal information beyond that necessary io
complete the sale. :

(5) When a consumer’s consent to the collection,
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p T e |
use and disclosure of personal information is

required, and cannot reasonably be obtained,
anch consent shall be provided separately in a
clearly worded, online opt-in of 0pi-Out process.

(6) When a service provider or vendor transfers a
consumer’s personal information to third parties,
the service provider or vendor shall remain
responsible for the protection of that information.
Before any such transfer, the service provider or
vendor shall ensure, through contractual or other
means that the third party complies with the
privacy provisions of this Bill.

Unsolicited Messages

Any unsolicited electrouic messages sent by a
service provider or vendor to a consumer ghall
prominently display a return address and shall
clearly provide a simple procedure by which a
consumer can notify the sender that he does not
wish to receive such ~ messages.

PART VI — LIABILITY OF SERVICE
PROVIDERS OR VENDORS

Liability of Service Providers

(1) A service provider or vendor is not liable for
providing access to or for operating facilities for
transmitting, routing or storage of electronic
records via an information system under its
control, provided the service provider or veador:

(a)does not initiate the transmission;

(b)does not select the addressee;
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38.

technical manner without selection of the
electronic record; and

(d) does mnot modify the electronic record:

contained in the transmission.

(2) The acts of transmission, routing and of
provision of access referred to in subsection (1)
‘nclude the automatic, intermediate and transtent
storage of the information transmitted in so far as
this takes place:

(a) for the sole purpose of carrying oui the
transmission in the information system;

(b) in a manner that makes it ordinarily
inaccessible to anyone other than the anticipated
recipients; and

(¢) for a period not longer than is reasonably
necessary for the transmission.

37

Condition for Liability of Service Providers

A service provider or vendor that transmits an
electronic record provided by a recipient of the
service via an information system under its
control is not liable for the automatic,
intermediate and temporary storage of that
electronic record, where the purpose of storing
such electronic record is to make the onward
transmission  of the electronic record . mMOre
efficient to other recipients of the service upon
their request, provided the service provider:

(a) does not mbdify the electronic record;

(b) complies with conditions on access to the
electronic record; :

3%
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(c) complies with rules regarding the updating of
the electronic record, specified in a manner
widely recognised and used in the industry;

(d) does not interfere with the lawful use of

technology, widely recognised and used in the
industry, to obtain information on the use of the
electronic record; and

(&) removes or disables access 10 the electronic
record it has stored upon receiving a take-down
notice.

39.

38

Temporary Storage of Records

(1) A service provider or vendor that provides a
service that consists of the storage of electronic
records provided by a recipient of the service, is
1ot liable for damages arising from the records
stored at the request of the recipient of the
service, as long as the service provider:

(a) does not have information that the record or
activity relating to the record is infringing the
rights of a third party;

(b) is not aware of facts or circumstances from
which the infringing activity or the infringing
nature of the information is apparent and upon
receipt of a take-down notification referred to
under section 37, _acts‘expeditiously to remove of
to disabile access to the information.

(2) The limitations on Jiability established by this
section do mot apply to a service provider unless
it has designated an agent to reccive notifications
of infringement and has provided through its
services, including on its web sites in locations

accessible to the public, the name, address,:

phone number and e-mail address of the agent.
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(3) Subsection (1) does not apply when the
recipient of the service is acting under the
authority or the control of the service provider.

(1) A service provider or vendor that provides a
service that consists of the storage of electronic
records provided by a recipient of the service, is
not liable for damages arising from the records
stored at the request of the recipient of the
service, as long as the service provider:

(a) does not have information that the record or
activity relating to the record is infringing the
rights of a third party;

(b) is not aware of facts or circumstances from
which the infringing activity or the infiinging
nature of the information is apparent; and upon
receipt of a take-down notification referred to
under section 38, acts expeditiously to remove or
to disable access to the information.

(2) The limitations on Jiability established by this
section do not apply to a service provider unless
it has designated an agent to receive notifications
of infringement and has provided through its
services, including on its web sites in locations
accessible to the public, the name, address,
phone number and e-mail address of the agent.

(3) Subsection (1) does not apply when the
recipient of the service is acting under the
authority or the control of the service provider.

40,

39

Passive Storage of Records

A service provider or vyendor is not liable for
damages incurred by a person if the service
| provider refers or links users to a web page
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containing an infringing electronic record or
infringing activity, by using information location
tools, including a directory, index, reference,
pointer, or hyperlink, where the intermediary or
service provider:

(a) does not have information that the record or
an activity relating to the electronic record 1s
infringing the rights of that person;

(b) is not aware of facts or circumstances from
which the infringing activity or the infringing
nature of the electronic recprd is apparent;

(c) does not receive a financial benefit directly
attributable to the infringing activity; and

(d) removes, or disables aceess 10, the reference
or link to the electronic record or activity within
4 reasonable time after being informed that the
electronic record or the activity relating to such
clectronic record, infringes the rights of a person.

41.

40

Liability for Links

(1) For the purposes of this Part, a notification
of an offending activity shall be in writing and
addressed by the complainant to the service
provider of vendor or its designated agent and
shall include: '

(a) the full names and address of the
complainant;

(b) signature of the complainant;

(c)identification of the right that has allegedly
been infringed;

(d) identification of the material or activity that is
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42.

- cimmed o be the subject of unlawful activity;

41

(¢) the remedial action required to be taken by
the intermediary or service provider in respect of
the complaint;

- ]

(f) telephonic and electrdnic contact details, if
any, of the complainant;

(g) a statement that the complainant is acting in
good faith;

(h)-a statement by the complainant that the
information in the take-down notification is 1o
his or her knowledge true and correct.

(2) Any person who lodges a notification of
unlawful activity with a service provider
knowing that it materially misrepresents the facts
commits an offence and is liable for damages for
wrongful take-down as may be prescribed by the
“appropriate regulatory body.

(3) A Service provider or vendor is not liable for
wrongful take-down in response to a notification.

Procesged Records

(1) A Service provider or vendor shall not be
required to monitor any record processed by
means of its system in order to ascertain whether
its processing would constitute or give rise to an
infringement.

(2) Except as provided by subsection (1), nothing
in this section shall relieve a Service provider or

vendor from:

(a) any obligation to comply with an order or

| direction of a court or other competent authority; _

43
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and

(b) any contractual obligation.

PART IX— SUBSIDIARY REGULATION

43.

42

Anthority to Make Subsidiarv Regulation

(1) NITDA may by regulation establish
standards or requirements of conduct with which
service providers or vendors carrying on business
in or from within Nigeria shall comply.

(2) A standard established by regulation made
under subsection (1) may relate to one or more of
the following matters —

(a) the types of services that are permitted to be
provided by service providers or vendors;

(b) the types of customers to whom services may
be provided by service providers or vendors;

(c) the types of information permitted to be
contained in a record for which services are
provided by service providers or vendors;

(d) the contractual application of relevant codes
of conduct or standards to customers of service
providers or vendors;

(¢) the information to be disclosed by service
providers or vendors including the name,
address, e-mail address, contact and registration
details;

(f) the actions to be taken in the event of
customers of service providers or vendors
sending unsolicited records;
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(g) the practical application of the relevant laws
of the Federal Republic of Nigeria to service
providers or vendors;

(h) procedures for dealing with complainis;
(i) procedures for dispute resoiution;

(i) type and amount of compensation payable by
service providers and vendors in the event of
default in service delivery; and

(k) such other matters as the regulatory body
may require.

(3) Regulation made under subsection (1) shall
provide:

(a) that any service provider or vendor who fails
to comply with a standard prescribed in the
regulations shall in the first instance be given a
written warning by the regulatory body;

(b) that the regulatory body may direct that
person to cease or correct his practices; and

(c) that if that person fails to do so within such
period as may be stated in the direction, the
person comimits an offence and shall be liable to
such penalties as may be prescribed.

(4) If the regulatory body is satisfled that a
person, body or orgamsation represents service
providers or vendors carrying on business in the
Federal Republic of Nigeria, the regulatory body
may, by notice given tfo the persom, body or
organisation, request that person, body or
organisation to: '

(a) develop standards or conduct requirements
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that apply to service providers or vendors as
regards one or more specified matters relating 10
the provision of services by those service
providers or vendors; and

{(b) provide details relating to those standards or
conduct requirements to the regulatory body
within such time as may be specified in the
request.

(5) If the regulatory body is satisfied with the
standards and code of conduct provided under
subsection (4), it shall approve such standards
and conduct requirements by notice published
and thereupon such standards and conduct
requirements  shall apply to such service
providers or vendors as may be specified in the
notice. '

(6) If the regulatory body has approved amy
standard or code of conduct that applies to
service providers or vendors, and

(a) Tt receives notice from a person, body or
organisation representing service providers or
vendors or proposals to amend the standard or
code; or

(b) It no longer considers that the standard or
code is appropriate, it may by motice revoke or
amend any existing standard or code.

44.

43

Offences by Corporate Body

(1) Where an offence under this Bill or
subsidiary regulation, which has been committed
by a body corporate, is proved to have been
committed with the consent or connivance of, or
to be attributable to any neglect on the part of
any director, manager, secretary ot other similar
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officer of the body corporate, or any person who
was purporting to act in any such c¢apacity, he, as
well as the body corporate, shall be gnilty of that
offence and shall be liable to a fine not below
One Million Naira.

(2)Where the affairs of a body corporate are
managed by its members, subsection (1) shalil
apply in relation to the acts and defaults of a
memtber in connection with his functicns of
management as if he were a director of the body
corporate.
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Interpretation

In this Bill:

““closed system” includes a private network or
intranet used and restricted to 2 specified group
of persons;

“court” means a court of record;

“data holder” means, a person who either alone
or jointly or in commaon with other persons
determines the purposes for which and the
manner in which any personal data is, or is to be,
processed;

“data owner” means an individual who is the
subjoct of personal data;

«document” includes & representation of
Information in a precise formalised language in
or on a medium from which it can be read or
from which it can be retrieved in a form in which
it can be -read or perceived; 2 representation of
data on or in a data medium from which it is
i retrievable, such that it is readable in or on the
1 medium, or on its retrieval;

a7
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“glectronic  agent” includes a  computer
programme or other electronic or automated
means configured and enabled by a person that is
used to initiate or respond to electronic_records
or performance in whole or in part without
review by an individual; '

“clectronic data” includes all data created,
recorded, transmitted or stored in digital or other
intangible form.by electronic, magnetic, optical
1 or by any other means, including non-paper
means, that have capabilities for creation,
recording, trensmission or storage similar to
those means. And except where the context so
permits, “electronic” in this Act is used to
include mon-paper based media that have
capabilities for creation, récording, transmission
and storage in a manner similar to electronic
means;

“clectronic signature” means data in electronic
form attached to, incorporated in, or logically
associated with other electronic data and which is
intended by the user to serve as a signature;

“personal data” means data which relate to a.

living individual who can be identified from
those data, or from those data and other
information which is in the possession of, or is
likely to come into the possession of, the data
controller, and includes any expression of
opinion about the individual and any indication
of the intentions of the data controller or any
other person in respect of the individual; -

““data” means information represented in a form
in which it can be processed;

“Information” includes facts, concepts, events
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images, sounds, codes, computer programs,
software and databases;

“Information system” means a system for

creating, generating, sending, receiving, storing,

displaying or otherwise processing electronic
data;

“regulatory body” includes any Agency of the |

Federal Government of Nigeria empowered by
law to make regulations;

“service provider” includes any person of body
corporate that provides services to other persons
or entities; '

“gibsidiary regulation” means tules, guidelines
or standards issued under this Bill by a
regulatory Agency for the purpose of giving
effect to any of the provisions of this Bill within
the mandate of that Agency as may be conferred
by this Bill or any subsisting law;

“ransaction” means the execution of an activity
whether or not for consideration and whether or
not of a commercial pature. It includes the
communication of information to another person
or body;

“Computer cookie” means & string of text data
used in information systems to remember a user,
or visitor to a website in order to indicate an
appropriate content, and to differentiate users and
maintain data related to the user during the
navigation of a website or an informaticn
system;

NITDA means the National Informétion'

Technology Development Agency;

CBN means the Central Bank of Nigeria;
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NCC means the Nigerian Communications
Commission. ’

46.

45

Short Title

This Bill may be cited as the Flectronic
Transactions Bill 2017.
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EXPLANATORY MEMORANDUM

This Bill seeks to-provide a legal and regulatory
framework for conducting transactions using
electronic or related media and the protection of
the rights of consumers and other parties in
clectronic transactions and services as weill as

facilitating electronic commerce i Nigeria.

EXPLANATORY MEMORANDUM

This Bill seeks to provide for the facilitating
electronic commerce in Nigeria.
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