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A BILL FOR AN ACT TO PROVIDE FOR THE ESTABLISHMENT OF THE DATA PROTECTION COMMISSION CHARGED
WITH THE RESPONSIBILITY FOR THE PROTECTION OF PERSONAL DATA AND DATA SUBIECTS’ RIGHTS AND THE
REGULATION OF THE PROCESSING OF PERSONAL INFORMATION; AND FOR RELATED MATTERS (HB. 02)

Provisions of the Bill

Commiitee of the Whole
Recommendations

Part | - Objectives, Application And Scopa

Objectives of the Bill

| 1.-(1} The primary objective of this Bill is to provide an efficient regulatory
framework for the protection of Personal Data and to regulate the processing of
information relating to Data Subjects and to safeguard their fundamental rights
and freedoms as guaranteed under the Constltution, as amended. Specifically,
the Bill sesks to achieve the following-

(a) promote a code of practice that would ensure the privacy and protection of
Data Subject data withcut unduly undermining the legitimate interests of
commercial crganizations and govarnment security agencies for such personal
data;

(b) minimize the deleterious effect of personal data misuse or abuse on data
subjects and other victims;

{c) establish an impartial, Independent and effective regulatory authority that will
coordinate and superintend over Data Prcotection and Privacy of Data Subject
data held by Data Ceontrollers and Data Processors within the private and public
Sectors;

(d) to ensure that the processing of personal data is processed in a transparent,
fair, and lawful manner, on the basis of Data Subject consent or in accordance
with the data protection principles stipulated in this Bill or other legislation.

Retained

Application and Scope

2.(1) The Bill applies to the processing and use of personal data relating io
individuals by automated and non-automated means, irrespective of their
naticnality or rasidence and in particular by- {a) requiring that Personal Data is
processad In a transparent, fair and lawful manner, on the basis of an individual’s

consent or another specified [awful basis;
(0) conferring on individuals a number of rights as set in Part V, including
the right to be Informed about the processing of their Personal Data, to

_obtain a copy of such data, the rght to the rec’uf cation of maccurate

' data and the right to remedy.

{2} The Bill applies to personal data processed by eniities in the private and
public sectors throughout the Fedaral Republic of Nigeria.

(3) This Bill does not apply to processing of personal data carried out by a Data
Sabject in the course of a purely personal or household activity.

(4) Except as otherwise provided, this Bill applies to a Data Controller and Data
Processor in respect of Persona! Data where-

{a} the Data Controller and Data Processor is established in Nigerla and the
Persona! Data of Data Subjects in Nigeria are processed within the territory of
Nigeria,

(b} the Data Controller is not established in Nigeria but uses equigment cr a Data
Processor in Nigeria to process Persona!l Data of Data Subjects who are within the
territory of Nigeria, or

(¢} processing is carried out in respect of information relating to Data Subjects
who are within the territory of Nigeria and Personal Data which originates partly

Retained
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[ or wholly from Nigeria.

(5) For the purposes of this Bill, the following are to be treated as established in
Nigeria: .

(a) a Data Subject whe is ardinarily resident in Nigeria;

(b) a body incorporated under the laws of Nigeria;

(c) a partnership, persons registered under the relevant laws of the Nigeria;

(d) an urincorporated joint venture or association operating in part or in whole in
Nigeria; and : .

(e) any person whe dees not fall within paragraphs (a),(b), (c) or (d) above, but
maintalns an office, branch or agency through which business activities are
carried out in Nigeria.

(6) A Data Controller and Data Processor who is not incorporated in Nigeria shall -

register with the Commission if the Data Controller or Data Processor, processes
data of Data Subjects within the territory of Nigeria.

(7) The categories of data to which this Bill applies includes-

(a) Personal Data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership;

(b} genetic data; #

{¢) perscnal banking and accounting recording including biometric data for the
purpose of uniguely Identifying a natural person;

(d) data concerning health;

(e) data concerning a natural person's sex life;

(f) Personal Data refating to criminal offerces, including criminal records;

{g) Personal data revealing an Data Subject's flight reservation/inerary;

{h) Student’s educatlon records;

(i) Personal medical and health records;

(j) Telephene calls , call data records, messages, websites visited by mobile
phone, personal videos, piciures and other information stored on the mobile
phone; )

(k) Cable TV. subscriber ‘data -and viewership pattern fo reveal Data Subject
behavior;

() Video rental records whether procured and stored digitally or In any other
form; and

(m) Such other categories of data usually processed by service providers,
cormmercial entities as may be determined by the Guidelines of the Commission

to be protected under this Bill.

part |l - Basic Principles And Legal Basis For Processing Of Personat Data

Basic Principles relating to Processing of Personal Data

3.-{1) Personal Data shall be-

(a) processed lawfully, feicly and in a transparent manner and shall be
proportionate in relation to the legitimate purpose pursued and peflect at all
stages of the processing a fair balance between all interests concerned, whather
public or private, and the rights and Data Subject freedoms protected by law;
(b) collectad for specified, explicit and legitimate purposes. Parsonal Data shauld
not be further processed for a purpose that is incompatible with those purposes
for which the data were initially collected. Further processing for archiving
purposes in the public interest, for scientific purposes or historical research

purposes and statistical purposes In accordance with any relevant law in Nigeria |

shall not be considered to be Incompatible with the initial purposes;
(c) adequate, relevant and limited to what is necessary in relation to the

Retained
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purposes for which they are processed:
(d) be accurate and regularly kept up to date;

(e) kept in a form that permits identification of Data Subjects for no longer thar'is |-

necessary for the purposes for which the Personal Data are processed. Data
should be deleted once the purpose for which they were processed has been
achieved or should be kept in 2 form that prevents any direct or indirect
identification of the Data Subject;

{f} processed in a manner that ensures appropriate security of the Personal Data,
including protection against unauthorized or unlawful processing and access,
against loss, destruction or damage. The Data Controller and Data Processor shall

use appropriate technical and organizational measures to ensure the integrity |

and the confidentiality of the Personal Data.

Lawfulness of Personal Data Processing

4.~{1) The processing of Personal Data shall be carried out on the hasis of the
free; specific; informed and unambiguous consent of the Data Subject- or
principles and iegal basis stipulated in this Bill.

{2) From the commencement of this Bill, any of the foliowing shall constizute
lawful basis for processing of personal data- ' :

{a) processing is necessary for the performance of a contract to which the Data
Subject Is party or in order to take steps at the request of the Data Subject prior
to entering into a contract; . :

{b} processing Is necessary for compliance with a legal obligation as provided by
law and to which the Data Contraller is subject: R
(c) processing Is necessary in order to protect the vital interests of the Data
Subject or of another natural person; .
(d) processing Is necessary for the performance of a task carried out.in the public
interest or in the exercise of official authority vested in the Data Controller;
{e}processing is necessary for the purposes of the prevailing legltimate interests
bursued by the Data Controller or by a third party, excapt where such interests
are overridden by the interests or fundamental rights and freedoms of the Data
S'ubject, in particular where the Data Subject is a child,

Retained”

Lonsent of Data Subjects
5.4{1} Where :processing of personal data is based on conseni, the Data
Contreller shall be abie to demonstrate that the Data Subject has consented to

the processing of his Personal Data.

(2} The consent of the Data Subject shall represent the free expression of an
intentional choica given by a statement {either in writing or crally) or by a clear
affirmative action, .

(3) Mere silence, inactivity or pre-validated forms er boxes shall not constitﬁte
consent by the Data Subject.

{4) Where the Data Subject has no genuine choice or is unable to refuse consent,
consent given under such circumstancas shzli not be regarded as valid consent.

(5) Where the processing of Perscnal Data is based on the consent of the Data
Subject, he shall have the right to withdraw his consent at any time.

(6) The withdrawat of consent under subsection (5} of this section shall not affect
the lawfulness of the data processing that occurred before the Data Controller
has received the notification for withdrawal of consent.

Retained -
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Transparency of Personal Data Processing
6.-(1) Every Data Subjects has the right to be informed {'to know') about the
processing of their Personal Data and their rights.

{2)A Data Controller shall act transparently when processing Personal Data in
order to ensure fair processing and to enable Data Subjects to understand and
exercise their rights with regards to the processing of their personal.

(3) A Data Controller shall inform the Data Subjectof- . _ e

(a) the Data Controller's official identity and habitual residence -or place of

establishment; . o

(b) the contact details of the Data Controller, of the Data Protection Officer and,
where applicable, the Data Contreller's representative;

(c) the legal basis and the purposes of the intended processing;

(d) the categories of Personal Data processed;

{e} the reciplents or categories of recipients of the Personal Data;

(f) any intznded transfer of Personal Data to g third party or foreign naticn- or
international organization and a description cf the safeguards provided to ensure
the adequate protection of Personal Data; '

{g) the period for which Personal Data will be retained or if that is not possible,
the genera! criteria used to determine that period; .
(h) the existence of automated decision-making, inciuding profiling together with
the significance and envisaged consequence of such processing for the Data
Subject, including the right to object and challenge such processing;

(i) the existence of profiling and the consequences of such profiling and the right

e

to object;

(j) the existence of rights set cut in Part Ill o¥this B!l including the right to lodgea |

cqmplaint with the Data Protection Commissicn and.the n’_ieans for exercising
those rights; ' '

(kY Where processing s based ,on"(:onsent,-thé Data Subject shall be ‘informedrof :

the rights to withdraw His consent at any time,

{4} The information referred to in suhsaction (3) of this section shall be prov-ided
in an appropriate format adapted to the relevant Data Subjects and shall be
presented in & concise, transparent, intelligible and easily accessible form, using
clear plain language. ' :

(5) The provision of subsection (3) of this sfction shalt not apply where the Data
Subject already received the information. ¥

(6} Where the Personal Data are not coliected directly from the Data Subject, the
Data Controller shall provide the information in subsection (3) of this section
within 2 reasonable period but at the latest within one month or on first
commmunication with the Data Subject, except where the processing fs expressly
prescribed by the provisions of this Bill or other legistatian. - -

Retained

part [l - Establishment, Compuosition, Powers ‘and Functions of the Data-

Protection Commission

Establishment of the Data Protection Commission

7.-{1) There is established a Commission to be known as the Data Protection
Commission {in this Bill referred to as the Commission) which shall be charged
with the responsibility of regulating the processing of personal data and
disclosure of Data Subject information and perform such other duties incldental

Retained
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to the functions prescribed by this Bill.

(2) The Commission shall be a bedy corporate with perpetual succession and a
common seal and shall have the power to sue and be sued In its corporate name
and, may hold, acquire and dispose of any property, mavable or immovable.

(3} The Commission may be structured inte departments as the Commissian may
from time to time deem appropriate for the effective discharge of its functions
under this Bill.

{4) The Corporate Headquarters of the Commission shall be located in Abuje, the
Federal Capital Territory of Nigeria with six zonal offices in the six geopoiitical
zones of Nigeria and State | offices in any part of Nigeria as the Commission may
designate. )

Composition of the Comrmission Retained
8.-(1) The Commission shall consist of-
(a) a full-time Data Protection Commissioner to be appointed by the President
on the recommendation of the Attorney-General;
{b) one member not below the Directorate cadre from the following:
(i) Federal Ministry of Justice.
(i) National Identity Management Commission
(1ii) Nigertan Communication Commission
(v) National Information Technology Development Agency.
{v) Nigerian Immigration Service
(i) Independent National Eiectoral Commi ission;
{vii) National Population Cemmission;
{c) One representative nominated by Data Controllers
{d) One representative nominated by Data Processers
{e) One representative nominated by civil society; and
f The Secretary to the Commission,
(2} The Dsta Protection Commissiorier shall be paid salary and allowances
spayable in the public service while the part -time members shall be paid such
emoluments, allowances and incidental expenses as the Natlonal Salaries,
Incomes and Wages Commission may from time to time approve. '
(3) the supplementary provisions contained in the Schedule to this Bill shall have
effect with respect to the tenure of members of the Cornmission and the
praceedmgs of the Commission and other matters mentioned thereln
Retained

| Functions of the Commissicn

9,-{1) The Cemmission shall-

{a} Protect the personal data and privacy of Data Subject by regulating the
processing of personal information;

(b) provide the process to cbtain, hold; use or disclose personal information;

(c) ensure that Data Controllers and Data Processors adhere to the Data
Protection principles as provided for by this Bill in crder to protect the
fundamental rights and freedoms, particularly privacy of natural persons in
relation to the processing of their Personal Data;

(d) assist the facilitation of the free flow of Personal Data through consultation
and cooperation with cther relevant agencies in compliance with established
data security best practices;

{e) act as supervisory authority, exercise investigative, corrective, regulatory,
authorization and advisory powers. To this end, the Commission shali-
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(i} Give advice and approve high risk processing operations and systems of Data
Controllers and Data Processorsin order to ensure compliance of their processing
operaticns with the provisions of this Act;

(i} Issue wamnings to a Data Controller or Data Processor in the event that
Intended precessing cperations are likely to Infringe the provisions of this Act;
(ii} receive and process claims from Data Subjects whose rights have baen
infringed;
{iv) order the rectification, completion or deletion of Fersonal Data and impose a
temporary or definitive limitation, including a ban,.on processing operations;

(v) receive information concerning data breaches from Data Controllers and Déta '

Processors, investigate such breaches and communicate those breaches to the
Data Subjects and the public, where provided for by law;

{vi} impose administrative fines or sanctions where Data Centrollers and Data
Processars infringe any provisian of this Act and where the infringement is of an
1 intentional or negligent character; and

(vil} have the power to engage inlegal proceedings or to bring to the attention of
the competent judicial authorities or law enforcement agencies viotations of the
provisions of this Act.

{(f} The Commission shall act with complete independence and impartiality in
performing its duties and exercising its powers and In doing so shall neither seek
nor accept instructions;

{g) The Commission shell promate public awareness of the rights of Data Subjects
and the exercise of their rights. It shall inform Data Controllers and Data
Pracessors of their duties and responsibilities and shall share best practices in
order to ensure the free flow of Persanal Data;

(h) The Commission shall be consulted on proposals for any legislative or
administrative measures which relate ta the processing of Personal Data;

(i) The Commission shall provide relevant Regulzations, Guidelinas, and Poli icies o
relating to transfers of Personal Data provided for under thls Act, or any oTher . '

legislation,
{i} The Commission shali muster the resources necessary for the effectiv_e

parformance of its functions and the exercise of Its powers;
{k) The Commission shall prepare and publish its reports biannually, cutlining its
activities which shall be submitted to the President.

Powers of the Commission

10.-{1) To carry out its functions, the Commission shall have power to-

(2} Implement and monitor compliance with the provisions of this Act;

{b} make the administrative arrangements it considers appropriate for the
discharge of its duties;

{c) investigate any complaint under this Act and determine it in the manner the
Commission considers fair;

(d) powers to impose fines and penalties to enforce compliance and redress.

{e) make such regulations as may be necessary or expedient for carrying out its
functions and enforcing the provisions of this Act and do all such things as are
necessary for or inddental to the carrying out of its functions and duties under
this Bill; T
(f) Apply to the appropriate court for the issuance of such warrant relevant for
the performance of its functions under this Act.

Retained

Part IV - The Data Protection Commissionar and other Staff of the Commission
Appointment of Data Protection Commissioner/Chief Executive Officer
11.-(1) There shall be for the Commission, a Data Protection Commissioner, who

shall -

Retained
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(a) be appointed by the President on the recommendation of the Attorney -
General of the Federation and Minister of justice;

(b} be the Chief Executive Officer and Accounting Officer of the Commission and
be responsible for-

(i} the day to day administration of the Commission;

{il) the execution of the pclicies and decisions of the Commission;

(if) performance of such other functions as may be hecessary or incidental for
the due execution of the mandate of the Commission,

(c) hold office in the first Instance for a term of five years and may be
reappointed for ancther tarm of five years and no more;

(d) ) not be qualified for appeintment as & Data Protection Commissioner unless
they possess professional skills and at feast 15 years of cognaie experience in
these fields: law, Data Protection Policy, Cybersecurity Management, Information
Comrunication Techriology, or Management Science.

Cessation or Removal from affice. Retained
12.-(1) notwithstanding the provisions of section 1 of this Act and where the Data
Protection Commissioner resigns his appointment by a notice in writing under his

hand addressed to the President, the Data Protection Commissioner shal! only be

removed from office by a two third majority resolution of the Senate-

(a) for inability to discharge the functions of his office (whether arising from

infirmity of mind or body or any other cause) or for misconduct;

(b} where it is established that It is net in the interest of the Commission or the

public for him to continue in the office, . _

Secretary to the Commission Retained
13.-(1) The Commission shall have a Secretary, who shall also be the Director
Legal Services, appointed by the President based on the recommendation of the
Attorney General of the Federation. '

Staff of the Commission Retained
14.-(1) The Commission shall have powers to appoint such number of other staff
as It deems necessary for the proper and effective performance of its functions as
staff of the Commission. :

(2} The employment of the Commission's staff shall be subject to such terms and
conditions as may from time to time be stipulated by the Commissicn and

contained ir the respective staff's employment contracts.

Terms and Conditions of Service : Retained i _

15.-{1) The terms and conditions of service and remuneration of employees of ’ R
‘the Commissions sha!! Ge determined In line with the appropriate authorities . :

Removal Discipline of Staff : Retalned
16.- The removal and discipline of staff shall ba in accordance with existing Public

Service Rules and Regulations

Part V - Rights Of The Data Subjects

Rights of Data Subjects

17.-{1) A Data Subject shall have the rights set out in this Part.
(2) A Data Subject's rights may only be limited in accordance with the provisions
of section 38 of this Act; '

Retained

i

Right of Access Retained
18.-(1) A Data Subject shall have the right:

(2) to obtain, on request and at reasonable intervals and without excessive delay
or expense, confirmation as to whether Personal Data relating to the Data
Subject are being processed and if 5o, the communication in an intelligible form
of the data, together with all available information on the origin of the Data, on |
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the preservation period as well as any other information that the Data Controlier
is required to provide in order to ensure the transparency of processing in
accordance with saction of this Act;

{b) to obtain, on request, knowledge of the reasoning underiying data processing
where the results of such processing are applied to the Data Subject.

(2) The Data Controller shall, free of charge, provide a copy of the Personal Data
processed, and in exceptional circurmstances, the Data Controller may charge 2
reasonable fee based on administrative costs where a request is excessive or

- manifestly unfounded, in particular because of their repetitive character, where |

the Data Controller demonstrates that it is notin a position to identify the Data
Subject or as may be provided in a flaw-

{a) The Data Contrcller shall bear the burden of demonstrating the manifestly
unfounded or excessive character of the request;

(b) where the Data Controlier has reasonable doubts concerning the Identity of
the Data Subject making the request, the Data Controller may request for the
provision of additicnal information necessary to confirm the identity of the Data

Subject.

(3) The Data Controller shall provide a copy of the Personal Data requested
together with the information under subsection (1) of this section within a period
ohe month from the date of receipt of the reguest.

(4) The pericd stated In subsection (3) of this section, may be extended by a
period not exceeding an additional two months where necessary, taking into
account the complexity of the request,

(5) A Data Subject shall also have the right, on request, to obtain knowledge of
the reasoning underlying data processing where the result of such processing 1s
applied 10 him, including the conseguence of such reasoning.

- Right in respect of Automated Dedsion Making

18,-(1) A Data Subject shall have the right not to be subject to a decision
significantly affecting him based solely on an automated processing of data
without having his view taken into consideration. S e

(2) Subsection {1) of this shall not apply where a decision is authorized by law to
which the Data Controtler is subject and that provides appropriate measures o
safeguard the legitimate interests, rights and freedoms ofa Data Subject.

(3) The Data Controller shall implement suitable measures to safeguard the Data
Subject's rights and legitimate interests, at least the right to obtain human
intervention on the part of the Data Controller.

Retainad

Right to rectification, erasure, and restitution of processing

20.-{1) The Data Subject shall have the right to obtain from the Data Controller,
without delay, free of charge, the rectification, blockage, or erasure of
inaccurate, false or unlawfully protessed Personal Data.

{2) Where the Data Subject has submitted a valid request for the rectification or
erasure of the Data Subject personal Data, the Data Controller shall communicate
such request to all Data Controllers, Data Processors or other recipients in order
to ensure complete reciification or erasure.

Retained
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(3) Where the accuracy of the data is contested by the Data Subject, the Data
Subject opposes the erasure of his or her Personal Data, or the Data Subject has
objected the processing of his or her Personal Data and the legal basis must be
verified, the Data Controlier shall temporarily block processing untif the grounds
for restriction have been resolved. Where the temporary blocking of Parsonal
Data Is [ifted, the Data Subject shall be informed by the Data Controller.

Right to Judicial Remedy
21, Where a right of a Data Subject right under this Act is violated, the Data
Subject shall have the right to a judicial remedy under this Act.

Retainad

Right to Asslstance by the Commission

22. A Data Subject has the right to benefit, whatever his nationality or residence,
from the assistance of the Commisslan within the meaning of sectlon 5, in
axercising his or her rights under this Act '

Retained

Right to Object, including profiling and direct marketing

23. A Data Subject shall have the right to object at any time, on grounds relating
to his or her situation, to the processing of Personal Data cancerning him or her,
Including profiling

Retained

Right to have Data Processing Suspended
24.-(1) A Data Controlier shall no longer process the Personal Datz unless the
Data Controller demonstrates legitimate grounds for the processing and a

legitimate interest which overrides the interest or rights and fundamental

freedoms of the Data Subject.

{2} Data Subjects shall have the right to object to the processing of thefr Personal
Data for the purposes of direct marketing at any time and free of charge.

(3} A Data Controller shall not provide, use, obtain, procure or provide
information relaied to a Data Subject for the purpecses of direct marketing
without the prior writien consent of the Data Subject.

(4) Where a Data Subject makes an objection under this section, he or she shall
be entitled to have the unconditional erasure, removal or suppression of the
Personal Data coverad by the abjection.

(5) Where the Commission Is satisfied on a complaint by a person who has given
notice under this section that the -Data Controller has failed o comply with the
notice, the Commission may order the Data Controller to comply with the notice.

(6) In this section "direct marketing” includes the communication by whataver
means of any advertising or marketing material which is directed to particular
Data Subjects. '

Retained

Right to prevent Processing of Personal Data

25.-{1) A Data Subject shall at any time by notice in writing to a Data Controller
and Data Processor require, if the processing is not authorized by law or othar
valid legal ground the Data Controller and Data Processor to cease or not begin
processing of Personal Data for a specified purpose or in a specified manner, data
which causes or is likely to cause unwarranted damage or distress to the Data

Subject. -

(2) A Data Coniroller and Data Processor shall within twenty-one days after
recelpt of a notice inform the Data Subject in writing-

Retained
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(a) that the Data Controller or Data Processor has complied or intends to comply
with the notice of the Data Subject, or;
(b} of the reasons for non-compliance.

(3) Where the Commission in accordance with this Act is satisfied that the
complaint is justified, the Commission shall order the Data Controlier or Data
Processor to comply with the notice submitted pursuant to subsection (1).

Right to Data Portability

26.-(1) A Data Subject shall have the right to recelve the Personal Data
concarning him or her which was provided to a Data Controller, in a structured,
commonly used and machine -readable format and have the right to transmit
those data to another Data Controller without hindrance from the Datz
Controlier from where the Personal

Data is withdrawn provided - _
(a) the processing is based on consent or cna confract;
{b) the processing is carried out by automaied means

(2) In exercising his or her right tc data [;{:Qrtability pursuant to subsection {1) of
this section, the Data Subject shall have the right to have his or her personal data
transmitted directly from one Data Controller to ansther where technically

feasible.

(3) The exertise of the right referred to in subsection (1) of this section shall not
Apply to data processing necessary for the performance of the task carried out in
the public interest or In the exercise of official authority vested in the Data
Controller, and the right shall not adversely affect the rights and freedoms of

others.

Retained

Part VI - Processing of Sensitive Data

Processing of Sensitive Data

27.-(1) Unless atherwise provided by this Act or other legislation, & persen shall
not process Persanal Data which relates to-

(a) a child who is under parental control in accordance with the law, or :
(b} the religious or philosophical betiefs, ethnic origin, race, frade unfon
membership, political opinions, health, sexual life or behaviar of a Data Subject.

{2) A Data Processor or Daia Controller may process Sensitive Perscnal Data in
accordance with this Act where- o

{a) processing is necessary as provided under this Bill; or

{b) the Data Subject consents of in the case of a child under parental control, the
prior consent of the parent or Guardian is chtained befora processing.

(3) The progessing of Sensitive Data is necessary where it Is for the exercise or
performance cf a right or an obligation conferred or imposed by law on an

emplovyer.

-(4} personal Data shall not be processed unless the processing is necessary for
| the protecticn of the vital interests of the Data Subject where-
| (a)itis impossible for consent ta be given by or on behalf of the Data Subject,

-Retained
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{b) the Data Processor or Data Controller cannot reascnably be expected to
obtain the consent of the Data Subject, or

(c} consent by or on behalf of the Data Subject has been unreasonably withheld.
{d) where It is impossible or impracticable to obtain to obtain the consent of the
data subject, the Data Processor or Data Controller shall deposed to an affidavit
to the effect that it is impracticabie to obtain  the requisite consent and
necessary to carry out the processing of the sensitive data in accordance with the
provisions of this section.

(5) Sensitive data shall not ba processed unless the processing is carried out for
the protection of the legitimate activities of a body or association which-

{a) is established for non-profit purposes,

(b) exists for pelitical, philosophical, religious or trade unien purposes;

(c) relates to Data Subjects who are members of the body or association or have
regular contact with the body or association in connection with its purposes, and
{d) does not invalve disclosure of the Personal Data to a third party without the
consent of the Data Subject.

(6) The processing of sensitive data shall be presumed to be necessary where it is
requirad- '

{2) for the purpose of or in connection with a legal proceeding,

{b) to obtain legal advice,

(c) for the establishment, exercise or defence of legal rights,

{d} in the course of the administration of justice, or.

(e) for medical purposes and the processing fs- '

{i) undertaken by a hezalth professional, and

(i) pursuant to a duty of confidentiality between patient and health professicnal,

(7) In this section, "medical purposes” includes the purposes of preventive
medicine, medical diagnosis, medical research, provision of care and treatment
;| and the management of healthcare services by a medical or dental practitioner or
# a legally recognized traditicnal healer recognized by legislation regulating
traditional medicine practice.

“1{8) A person shall not process Sensitive Data in respect of race or ethnic origin
unless the preocessing of the sensitive data is-

{z) necessary for the identification and elimination of discrimihatory practicas,
and

(b)carried out with appropriate safeguards for the rights and freedoms of the

Data Subject.

{9) The Commission may by Notice, Guidelines or Regulations prescribe further
conditions to be taken into consideration by the Data Processor and Dats
Controller for the maintenance of appropriate safeguards for the rights and
freedoms of a Data Subject related to processing of sensitive Personal Data.

Prohibition on Processing of Sensitive Data which relatas to religious beliefs

28.-(1) The prohibition on processing of Personal Data which relates to the
religious or philosophical beliefs of a Data Subject does not apply if the

processing is carried out by-
(3) a spiritual or religious organization or a branch of the organization and the

processing is in respect of persons who are members of the organization,

Retained
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{b) an institution founded on religious or philosophical principles and the
processing is-

(i) with respect to the members, employees or other persons belonging to the
institution,

(i1) consistent with the objects of the institution, and

(i) necessary io achieve the aims and principles of the institution.

{2) A Data Subject who believes that their personal data is being processed under
subsection (1) may at any time by notice in writing to a Data Controller require a
Data Processor or Data Cantroller to provide particulars of data processed under
this exemption.

Rights in Relation to automated decision making

29.-(1) A Data Subject shall not be subjected tc a decision significantly affecting
him or her based solely on an auternated processing of data, in violation of his
rights under this Bill.

(2) A Data Subject is entitled at any time by notice in writing to Data Controller
to require the Data Centroller to ensure that any decision taken by or on behalf
of the Data Controller which significantly affects that Data Subject is not based
solely on the processing by automatic means of Personal Data in respect of the

Data Subject.

(3} In the absance of a notice, where a dE‘CiS‘ItOH which significantly affects a data

subject is based solely on automated processing-
(a) the Data Controller shall as soon as reasonably practicable notify the Data
Subject that the deciston was taken on that Basis, and

(b) the Data Subject is entitled, by notice in writing to require the Data Controller.

to reconsider the dacision within twenty-one days after receipt of the notification
from the Data Controller.

14) The Data Controlier shall within twenty-one days after receipt of the notice,
Inform the Data Subject in writing of the steps that the Data Controller intends

to take to comply with the nctice,

(4) This section doas not apply to a decision made-

{a) in the course of considering whether to, enter into a contract with the Data
Subject, -

(b) with a view to entering into the contract,

(c) in the course of the performance of the coptract,

(d) for a purpose authorized or required by or _under an enactment,

(e) In other circumstances prescribed by the Commission,

(5) where a daia subject under this section is not satisfied with the response of
the Data Coniroller, the Data Subject may file a comp[amt against the Data
Controller to the Commission.

(6) Where the Commission is satisfied on a complaint by a Data Subject that a
person taking @ decision has failed to comply, the Commission may order the

Data Controller to comply.

-(7} An order-for compliance-under subsection {6)-of this section shall not affect ]

Retained.

Page | 12




the rights of a person other than the Data Subject or the Data Controller

Compensation for failure to comply

30.-{1) Where a Data Subject suffers damage through the contravention by a
Data Controller or Data Processor of the requirements of this Biil, he is entitled to
compensation from the Data Controller or Data Processor for the damages as
may be determined by the court.

(2) In proceedings against a Datz Controller or Data Processer under this section,
ft is a defense to prove that the Data Controller or Data Processor took
reasonable care in all the circumstances to comply with the requirements of this
Bill

Retained

Part VI - Duties of Data Controllers and Data Processors
Duties of Data Contrallers

31,-(1) The Data Controller shall-

(3} take all necessary technical and organizational measures to comply with, and
be able to demonstrate, in particular to the Data Protection Commission, that the
processing of Personal Data is performed in'accordzhce with this Bill;

{b) take all necessary measures to comply with-the abligations of this Act;

(¢} ensure the processing of Personal Data is proportionate, that is, necessary in
relation to the legitimate purpose pursued and having regard to the interests,
rights and freedoms of the Data Subject or the public interest;

(d) take Into consideration the risks arising from the interests, rights and
fundamental freedoms of Data Subjects, according to the nature and volume of
the data, the nature, scope and purpose of the processing and, where
appropriate, the size of the Data Controller or

Data Processor;

(e). be able 1o establish, in particular, to the data protection supervisory
authority, that the processing under their control is in compliance with the
provisions of this Act;

(f} where appiicable, appoint a Data Protection officer responsible for compliance
with the obligations under this Act, take reasonable efforts to put In place
appropriate data protection safeguards, policies, standards, procedures and
security measures in accordance with the provisions,of this Act.

(2) For the purpose of this section, each Ministry, Department and Agency of the |

Federal government shzll be treated as a Data Controller.
(3} Each department shall designate an officer to act as a data supervisar.

{4) Where the purposes and the manner in which the processing of Personal Data
are determined by a person acting on behalf of the Executive, Legislature and the
ludiciary, the Data Controlter in raspect of that datz for the purposes of this Biil
is-

{a) in relation to the Executive, the relevant permanent secretary or Director,

(b) in relation to Parliament, the Clerk to National Assembly or Clerk to House of
Assembly of a State, and

() in relation to the Judiciary, the Secretary, National Judicial Council or relevant

chief registrar.

Retained
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(5} A different person may be appointed under subsection (4) for a different
purpose

Data Breach Notification

32.-(1) In the case of a data breach and risks to the rights and freedoms of

natural persons, the Data Controfler shall without undue delay and, where

feasible, not later than 72 hours after having become aware of it, notify the
Commission of the data breach.

(2) Where the notification to the commission is not made within 72 hours, it shall
be accompanied by reascns for the delay;

(3) The Data Processor shall notify the Data Controlier without undue delay after
becoming aware of a personal data breach.

(&) The notification referred to in subsectioh 1 of this section shall at least-

{a) describe the nature of the Personal Data breach including where possitle, the
categories and approximate number of Data Subjects concerned and the
categories and approximate number of personal data records concarned;

{b) cornmunicats the name and contact details of the Data Protection Officer or
other contact point where more information can be obtained;

{c) describe the likely consequences of the Personal Data hreach;

{d) describa the measures taken or proposed 1o be taken by the Data Contralier
to address the Personal Data breach, including, where appropriate, measures to
mitigate its possitle adverse effects. ' -

{5} Where, and In so far as, it is.net possible to provide the information at the
same time, the Information may be provided in phases without undue further

delay.

(6) The Data Controller shail document any Personal Data breaches, conprising
“the facts relating to the Personal Data breach, its effects and the remedial action
‘taken. The decumentation shall enable the Commission to verify compliance with

this Act.
(7) Data Controller shall notify the Data Subject of a breach-
{a) When the Data breach is likely to result in a high risk to the rights and

freedoms of natural persons, the Data Con%,roEIer shall communicate the Data
breach to the Data Subject without undue delay;

(b) The communication to the Data Subject feferred to in subsection 7 {a) shali |

describe In clear and plain language the nature of the Personzl Date breach.

(c) The communication ic the Data Subject referred to In subsaction 7 (a) shall
not be required if any of the following conditions are met-

(i) the Data Controller has implemented appropriate technical and
organisational protection measures, and those measures were
applied to the Personal Data affected by the Personal Data breach,
in particular those that render the Personal Data unintelligible to
any person who is not authorized to access it, such as encryption;

{ii) the Data Controller has taken subsequent measures which ensure

Retained
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that the high risk to the rights and freedoms of data subjects
referred to in subsection 7(a) Is no longer likely to materialise;

(iii) 1t would Invelve disproportionate effort. In such a case, there shall
instead be a public communication or similar measure whereby the
data subjects are Infermed in an equally effective manner.

(d}) If the Data Controller has not already communicated tha personal datz breach
to the date subject, the commissian, having considered the likelihood of the
personal data breach resulting in a high risk, may require it to do so or may
decide that any of the conditions referred to in Sub-section (7 {c) are met.

Liability of Data Processors

33.-(1) The Data Controller shall be responsible for the processing of Personal
Data carried out on behalf of the Data Controller.

(2) The Data Controller shall use only a Data Processor who provides sufficient
guarantees to implement appropriate technlcal and organizational measures,
taking into account the Dzta Controller's obligations under this Bill and ensure
the protection of the rights and fundamental freedoms of the Data Subject

(3} The processing of Personal Data by the Data Processor on behalf of the Data
Controller shali be subject to a legally binding contract that sets-out the nature of
the processing agreement, including the Personal Data to be precessed and the
purpose of processing, that stipulates the obligations and restrictions to be
imposed on the Data Processar, including sub-processing or transfers of Personal
Data to third countries.

Retained

Duiies of Data Processors
34.-(1) A Data Processor shall:

{a) Process Perscnal Data on behalf of 2 Data Controller only on documented
.| instructions of the Data Controller;

x| (b) not engage another Data Processor without the prior written authorization of
- the Data Controlier; _

{c} A Data Processor shall inform the Data Controller of changes concerning the
addition or replacement of Data Processors;

{d) inform the Data Controller of any legal requirament that rnay create risks to
the rights and fundamental freedoms of Dats Subjects, unless the law prohibits
such notice;

(e} take appropriate technical and organizational security measures pursuant to
section 37;

(f) in so far that it is possible and not unreasonable, assist the Data Controller by
outting in place the appropriate technical and organizational measures for the
fulfillment of the Data Controller's obligations to respond to the rights pursuant
to this Bill; .

(g) assist the Data Controller in ensuring compliance with its security obligations
pursuant to Section 37 of this Bill, including security breach notification pursuant
to section 32 of this Bil}; '

(h} at the request of the Data Controller, delete or return all Personal Data to the
Data Controller after the end of the provision of services, and delete any copies
of Personal Data unless prohibited by law;

(i) make available to the Data Controller all information necessary to assist the
Data Centroller demonstrate compfiance with its obligations under this Bill and

Retained
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allow and facilitate audits conducted by the Data Confroller or a third-party
auditor determined by the Data Controller;

(2) Where a Data Processor engages another Data Processor to meet its
obligations to the Data Controlier, the Data Processar shall impose the same data
protection obligations set in its contract with the Data Controller. The initial Data
Processor shall be liable to the Data Controller for ensuring the performance of
the other Data Processors obligations.

(3) The Data Processor and any other party acting under the authority of the Data
processor or Data Controller, and who has access to the Personal Data shall not
process those data except on instructions from the Data Controller, and unless
otherwise reguired by law.

{4) The Data Processor, and where applicable the Data Pracessor's representative
shali maintain a record of processing activities pursuant to this Bill.

Part VI - Data Protection by Design and Security of Processing
Data Protection by Design {and by default)

35.-(1) The Data Controller and, where applicable, the Data Processor, shall-

{a) examine the liely impact of the intended processing of Persanal Data on the
rights and fundamental freedoms of Data Subjects prior to the commencement
of such processing, and

(b} design the data processing in such a manner, and integrate appropriate
technical and organizational measures, as to prevent or minimize the risk of
interference with these rights and fundamental freedoms.

Retainad

Pata Localization

35. The Data Commissioner shall mandate Data Controllers and Data Processors
of Personal Data pursuant to this Act, to record, systematize, accumulate, store,
host, amend, update and retrieve Personal Data on devices that are physically
located within Nlgeria's territorial jurisdiction”.

Retained

Security of Processing

37.-(1) The Data Controller, and where applicable, the Data Processor, shall take '

necessary technical and organizational measures to protect Personal Data agalnst
risks such as accidental or unauthorized access to, destruction, loss, use,
maodification or disclosure of Personal Data.

{2) When considering necessary measures,. the Data Contrcller shall take into
account- :

{a) the current state of the art of data-security methods and techniques in the
field of Data processing, commensurate with the seriousness and probability of
the potential risk;

(b) factors such as the-

(i) potential adverse consequences for the Data Subject,

(i) nature of the Personal Data,

(iii) volume of Personal Data processed,

{3) Data Controllers and Data Processors shalf establish a process for regularly
testing, assessing and evaluating the effectivenass of technical and organizational

measures for ensuring the security of the processing,

Retained -
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Fart IX - Exceptions, Restrictions and Exemptions
Exception to the privacy of Personal Data.

38.-(1) No exception to the provisions set out in the this Bill shall be allowed
except when such an exception is provided for by law and In recognition of the
fundamental rights and freedoms of citizens and constitutes a necessary and
proportionate measure in a democratic society.

{2} The exception in ofder to be considered as necessary and proportionate in g
democratic soclety has to be provided for by law, needs to serve a legitimate
purpose as set out in the Constitution or an Act of the National Assembly gnd has
to be proportionate to the legitimate aim pursued.

Retained

Exceptions on the grounds of Public Interest

39.-(1) The privacy of personal data is exempt from the provisions of this Bill for
the purposes of-

(a) public order,

{b) public safety,

{c) public morality,

(d) national security, or

{e} public interest.

(2} (a) The privacy of Personal Data s exempt from the pravisions of this Bill for
the purpcses of- - '
(). the prevention or detection of crime,

(i) the apprehension or prosecution of an offender, or

{iii) the assessment or collection of a tax or duty or of an impesition of a similar

nature.

{3) Personal Data is exempt from the non-disclosure provisicing in any case in
which- '
(a) The disclosure is for a purpose mentioned in subsections {1) and

(2} of this section;
(b) the application of those provisions in relation to the disclosure is likely ta
prejudice any of the matters mentioned in that subseciion,

{4) Health, education and social work;

Personal Data on the following subjects shall not be disclosed except where the
disclosure is required by law-

{a} Personal Data whichrelates to the physical, mental haalth or mental candition
of the Data Subject,

(b} Personal Data in respect of which the Data Controller is an educational
institution and which relates to a pupil at the institution, or Personal Data of
similar description.

{5) The provisions of this Bill do not apply to the processing of Personal Data for
protection of members of the public-

(a) against loss or malpractice in the provisicn of-

(1) banking,

(it} insurance,

(it} investment,

{Iv) other financial services, or

Retained
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(v) management of a body corporate;

(b} against dishcnesty or malpractice in the provision of professional services;

(c) against the miscenduct or mismanagement in the administration of 2 non-
profit making entity;

{d) to secure the health, safety and welfare of persons at work; or

{e) to protect non-working persons against the risk to health or safety arising out
of ar in connection with the action of persons at work.

{6) A personshall not process Personal Data unless-

(a} The processing is undertaken by a persen for the publication of 2 literary or

artistic materfal;

{b) the Data Controller reasonably believes that publication would be in the

publicinterest; and ‘

(c} the Data Coniroller reasonably believes that, in all the circumstances,

compliance with the provision is incompatible with the spacial purposes:

Provided that in the cbservance of these exemptions under this section, the Data

Controller is not exempted from compliance with the data principles relating to;

{a) lawful processing,

{b) data minimization,

(c} further processing, e
(d) information quality, and

{e} Security safeguards.

(7) For the purposes of subsection (1) of this section , in considering whether the
Data Controller believes that the publication weould be in the public interest or is
reasonable, regard may be had to the compliance by the Data Controller with any
code of practice which is; '

{a) relevant o the publication in guestion, and

{b) Designated by the Commissicn for purpoeses of this subsection.

(8) Further processing of personal Data for a research purpoese is not to be
regarded as incompatible with the purposes for which the data was obtained and
for this reason-

{2) Personal Data which is processed for Tesearch purpeoses in compliance with
the relevant conditions may be kept indefihitely.

(b) Personal Data which is processed only¥or research purposes is exempt from
the provisions of this Bill if-

(1) the data is processed in compliance with the relevant conditions, and

{ii) the results of tha research or resulting statistics are not made available in a
form which identifies the Data Subject or any of them.

(c; Personal Datz is not to be treated as processed otherwise than for research
purposes merely because the datais disclosed;

{d) to any person for resaarch purposes only,

(e) to the Data Subject or a person acting on behalf of the Data Subject,

{f) at the request or with the consent of the Data Subject ar a person acting on
behsalf of the Data Subject ,or

{g) in circumstances in which the persen making the disclosure has reasonable
grounds to believe that the disclosure falls within this section.

{9) Personal Data is exempt from the provisions on non-disclosure where the
disclosure is raquired by or under an enactment, any rule of law or by the order

of a court.
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(1G) Personal Data which is processed by a Data Subject only for the purpose of
that Data Subject's personal, family or household purposes is exempt from the
data protection principles.

(11) Perscnal Datais exempt from the data protection principles if it consists of 3
reference given In confidence by the Data Controiler for the purposes of -

(a) education, training or employment of the Data Subject;

(b) the appaintment to an office of the Data Subject; or

(d) the provision of any service by the Data Subject.

{(12) Personal Data is exempt from the subject information provisions where the
application of the provisions is likely to prejudice the combat effectiveness of the
Armed Forces of the Federal Republic of Nigeria.

(13) The privacy of personal data is exempt from the provisicns of this Bill if it
needed to- _

(a) assess a person's suitability for judicial office, or

(b} confer a national honour on the data subject,

(14) The Commission may by legislative instrument make Regulations to
prescribe exemptions from the subject information provisions of Personal Data
processed to assess a person's suitability for-

{a) employment by the government, or

(b) any office to which appointments are made by the President.

(15) Personal Data is exempt from the provisions of this Act if it relates to
examination marks processed by a Data Controlier-

(a) to determine the results of an academic, professional or cther examination or
{ to enabie the results of the examination to be determined, or

4 (b) In consequence of the determination of the resylts.

(16) Personal Data which consists of information recorded by candidates during
an academic, professional ¢r other examination is exempt from the provisions of

this Act,

(17} Personal Dzta is exenipt from the subject information provisions if it consists
of information in respect of which & claim to profassional priviiege or
confidentiality between client and & professional adviser could be maintained in
legal proceadings :

Part X - Administration and Enforcement
Enforcement Notice

40.-(1) Where the Commission is satisfied that a Data Controller and Data
Processor has contravened or s contravening any of the Data Protection
principles stipulated under this Bill, the Commission shall serve the Data
Controller with an enforcement notice to request that Data Controlier to do any
of the fallowing-

(2) to take ar refrain from taking the steps specified within the time stated in the
notice,

(b} to refrain from processing any Personal Data or Personal Data of a description
specified in the notice; or

Retained
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(c) to refrain from processing Personal Data or Personal Data of a description
specified in the notice for the purposes specified or in the manner specified after
the time specified.

(2) In deciding whether to serve an enforcement notice, the Commission shall
consider whether the contravention has caused or Is likely to cause damage or
distress to any person.

(3) An enforcement notice jssued in respect of a contravention of a provision of
this Bill may also require the Data Controller to rectify, block, erase or dastroy
other data held by the Data Controiler and which contains an expression of
opinion which appears to the Commission to be based on the inaccurate data.

(4) Where-

(a} an enforcement notice requires the Data Controller to rectify, block, erase or
destray Personal Data, or

{b} the Commission [s satisfied that Personal Data which has been rectified,
blocked, erased or destroyed was processed in contravention of any of the data
protection principles under this Bill, the Commission may require the Data
Controller to notify a third party to whom the data has been disclosed of the
rectification, blocking, erasure or destruction.

{5) An enforcement nctice shall contain a statement of the data protection
principle which the Commission Is satisfied has been contravened and the

reasons for that conclusion.

(6) Subject to the provisions of this sactioh, an enforcement noetice shall not
require any of the provisions of the notice to be compiled with befare the end of
the period stipulated in the Notice within which an appeal may be brought
against the notice and, if the appeal is brought, the notice may not be complied
with pending the determination or withdrawal of the appeal.

(7) Notwithstanding the provisions of subsection (6) of this section, the
Commission may in exceptional circumstances order that the notice apply
immediately.

Cancellation of Enforcement Notice
41.-(1) The Commission may on Its own mgction or on an application made by a
person, on whom a notice is served, cancel br vary the notice to that person.

w
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Request for Assessment :

42.-(1} A person who is affected by the processing of any Persona!l Data may en
that person's own behalf or on behalf of ancther person request the Commission
to rnake an assessment as to whether the processing is in compliance with the

provisions of this Act.

(2} On receiving a request, the Commission may make an assessment in the
manner that the Commission considers appropriate. :

{3) The Commission may consider the following in determining whether an

assessment is appropriate:
{a) the extent to which the request appears to the Commission ta raise a matter

of substance;
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m any undue delay in making the request; and

(c) whether or not the person making the request fs entitled to make an
application in respect of the Personal Data in question.

(4) The Commissicn shall not publish the report of any finding-

(a} the request is accompanied with the prescribed fee, or

{b) the Commission waives payment based on proven pecuniary challenges of the
applicant,

{5} Where the Commission finds that the processing by a Data Controller is
contrary to the provisions cf this Act, the Commission shall issue an information
notice to the Data Controller specifying the contravention and give the Data
Conitroller notice to cease processing Perscnal Data.

Trans- border flow of personal Data

47.-(1) The transfer of Personal Data may only take place where an adeguate
level of protection based on the provisions of this Bill is secured in the recipient
State or international organization. ’

(2) An appropriate level of protection can be secured by- _ _
(2) the Data Protection laws of that State or international organization, including
the applicable international treatfes or agreements; or

Determination by the Commission Retained
43.-(1} Where at any time it appears to the Commissionthat Personal Data

(a) Is being processed in @ manner inconsistent with the provisions of this Act, or

(b) is not being processed with a view to the publication by a person of a
journalistic, literary or artistic material which has not previously been publishad

by the Data Controller the Commission may make 2 determination in writing to-

that effect.

{2) The Commissicn shall give & notice of the determination to the Data
Controller

Restriction on Enforcement in case of processing for special purposes Retained
44.-{(1) The Commission shall not serve an enforcement notice on a Data
Controller in relation to the processing of Personal Data under section 40 (1} {a)

unless 2 determination has been made by the Commission.

Failure to Comply with Notice Retained
45.-(1} A Data Controller or Data Processor who fails to comply with an
enforcement nctice or an information notice commits a breach and s liahle to a

fine as may be determined and imposed by the Commission.

{2} It is a mitigating factor for a Data Controller or Data Processor under sub-

section {1) to prove that, that person exercised due diligence to comply with the

notice in question.

Officer authorized by the Commission Retained
46.-(1) The Commission may fn writing autharize an officer to perform the

functions determined by the Commission for the purpose of enforcing the
provisions of this Act and the Regulations.

(2) Without limiting subsection (1), an officer authorized by the Commission may

at any reasonable time, enter to inspect and search any premises to ensure
compliance with this Act.

Part XI - Trans-Border Flow of Personal Data Retained
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(b} ad-hoc or approved standardized safeguards provided by legally-binding and
enforceable instruments adopted and implemented by the Data Contrcllers or
Data Processors involved in the transfer and further processing.

{3) Notwithstanding the provisions of subsection {2) of this section the transfer of
Personal Data may take place where-

{a) the Data Subject has given explicit, specific and free consent, after being
informed of risks arising in the absence of appropriate safeguards;

{b) the spedific interests of the Data Subject require it in the particular case;

{c) prevailing legitimate interests, in particular important public interests, are
provided for by law and such transfer constitutes a necessary and proportionate
measure in a democratic society; or

(d) it constitutes a necessary and propertionate measure in a democratic society
for the freedom of expression.

{4) The Commission shall be provided with all relevant informaticn concerning
the transfers of data referred to in subsection (1) of this section and, upon
request, subsection (2) and [ 3) respectively, of this section.

{5) The Commission is entitled to request that the person whe carries out the
data transfer demanstrates the effectiveness of the safeguards or the existence
of prevailing legitimate interests.

(6) The Commission may, in order to protect the rights and fundamental
freedoms of Data Subjects, prohibit such transfers, suspend them or subject
‘them to certain conditions. :

+{7) The Commission shall ensure that where there is an onward transmission of | -

Personal Data pursuant to ihis section, to any third party, other than the first
reciplent, such other party must meet the minimum requirement for transfer of

Personal Data.

Pari Xii - Offences and Penalties
Unlawfu! obtaining of personal Data

8.-(1) A person commits an offence who knowingly or recklessly-
( ) obtains or discloses Personal Data wuthout the consent of the Data Controller
or Data Subjects; B
(b) procures the disclosures of Personal Data to another person without the
consent of the Data Controller or Data Subjétts; or
{c) after obtaining Personal Data, retains it" without the consent of the person
who was the Data Controller, and shall be liable on convicticn to imprisonment
for a tarm of not less than 3 years or to a fine of not less than N1,000,060.6G0:00

or to both such imprisonment term and fine.

(2} It is a defence for a person charged with an offence under subsection {1} of
this section to prove that the obtaining, disclosing, procuring or retaining of data-
(a) was carried out for a legitimate purpose; for the purpose of this section,
legitimate purpese will include preventing, detecting, prosecuting or investigating
crime or any other legal purpose;

(b) was required or authorized by an enactment, by a rule of law or by the order
‘of a court or tribunal;

(c) in the particular circumstances, was Justified as being in the public interest;

(d) was necessary for the purposes of natlenal security in accordance with extant
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legislation:
{e} the person acted in the honest and reascnable belief that he had alegal right
to obtaln, disclose, procure or retzin of the Personal Data;

(3) A person commits an offence who sells Personal Data, where the person
obtains the data in circumstances described under subsection (1) of this section,
shall be liable on conviction to imprisonment for a term not less than 5 years ¢r
to a fine of not less than N3,000,000,000:00 or to both such fmprisonment term
and fine, '

(4) A person commits an offence who advertises or Indicates that Personal Data
where the person obtains the data in circumstances described under subsaction
(1) of this section, is or may be available for sale, shall be liable on conviction ta
imprisonment for a term not less than S years or to a fine of not lass than
N3,000,000,000.00 or to both such fmprisonment term and fine,

Failure to Localize Personal Data

49.-(1) A Data Controller or Data Frocessor commits an offence who fails to
record, systematize, accumulate, store, host, amend, update and retrieve
Personal Data on devices that are physically located within the country's
territorial jurisdiction described under this Bill, and shall be liable on conviction to
Imprisonment for a term not less than 10 vears or to a fine of not less than
N8,000,000,000.00 or to both such Imprisonment term and fine.

(2) A Data Controller or Data Procassor commits an offenca who fails to put in
place appropriate data protection  safeguards, policles, standards, and
procedures described under this Act shall pe liable on conviction to
imprisanment for a tarrm not less than 8 years or 1o a fine of not lass than
N8,000,000.000.00.0r to both such imprisonment term and fine.

Retalned

Obstruction in the Execution of Warrant

50.~(1) A person commits an affence who-

(a) intentionally obstructs an officer in the execution of a warrant issued under
this Act, or fails without reasonable excuse to give the officer executing such a
warrant sych assistance as the officer may reasonably require for the execution
of the warrant and shall be liable on conviction to Imprisonment for a term not
less than 2 years or to a fine of not less than N50C,000,600.00 or to both such

Imprisonment term and fine. '

(2) A person who, in compliance with an infarmation notice-
() makes a statement which that person knows to be false in a material respect,
or '

{b} recklessly makes a staternent which is false in a materijal respect commits an
offence and is liahle on conviction to a fine not less than N10,000,000.00 or a
term of imprisonment of not less than ane year or to both.

Retained

Attempt, conspiracy, aiding and abetting
51.-(1) Any person who-
{a) Attempts te commit any offence under this Bill; or

(b) Alds, abets, conspires, counse| or procure another persan{s) to commit any of

the offences under this Bill:
Commits an offence and shall he liable on ceaviction to the punishment provided

for the principal offence under this Bifl.

_Retained

Loffence Relating to Breach of Confidentiality

Retained
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52.-(1) No person who is or has been the Data Protection Commissioner or a staff
of the Commission or an agent of the Commission shall disclose information
which-

(a) has been obtained by, or provided to, the Commission in the course of, or for
the purposes of, the discharging of the regulator's functions;

(b) relates to an identified or identifiable Data Subject; and

{c) is not avaflable to the public from other sources at the time of the disclosure
and has not previously been available to the public from other sources, unless
the disclosure is made with lawful autharity.

(2} A person commits an offence who knowingly or reckiessly discioses
information in contravention of subsection (1) of this section and shall be liable
upon conviction to a term of not less than 2 years imprisonment or a fine of not
less than N10,000,000.00 or to both such term of imprisonment and fine.

Qrder of Forfelture of Assats

53.-{1) The Court may in addition to imposing sentence on any person convicted
of an offence under this Bil, order that the convicted person forfelts to the
Government of the Federal Republic of Nigeria-

(a) any asset, money or property, whether tangible or intangible, traceable to
proceeds of such offence; and

{b) any computer, equipment, software, electronic device or any other device
used or intendad to be used to commit or to facilitate the commissian of such

offence;

{2} wherg it is astablished that a convicted person has assets of properties in a
foreign country, acquired as a result of such criminal activities far which he s
convicted, such assets or propeities, shall subiect to any Treaty or arrangement
with such foreign country, be forfeited to the Federal Government of Nigeria.

{3) It is the responsikility of the Attorney-General of the Federation and Mintster
of Justice to ensure that the forfetted assets or properties are effectively
transferred and vested in the Federal Government of Nigeria.

Retained

Order of Payment of Compensation of Restitution

54. .-{1) In addition to any other penalty prescribed under this Bill, the Court
shall order a data controller , data processor of person convicted of an offence
under this Bill to make restitution to the victim of the offence.

{2} an order of payment of compensation or restitution -rnay he enforced by the
victim or by the Commission on hehalf of the victim in the same manner as d

judgment in acivil action. &

Retained

Part XiH - Records Obtained Under Data Subject's Rights Of Access

Conditional Request for Personal Data Prohibited

55.-(1) A person who provides goods, facilities or services to the public shall not
require a parsoh 10 supply or produce a particular tecord as a condition for the
provision of the goods, facilities or services to that person.

(2} Subsecticn {1) does not apply where the imposition of the requirement is
required for the identification of persons or authorized under an enactment; rule
of law, valid commercial transaction or in the public interest.

Retained

Demand for health records prohibited
&6.—{1). A person shall not be reguired to provide records which-

Retained
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{a) consist of information related to the physical, menta! health or mertal
condition of an Data Subject, or

(b) has been made by or on behalf of a health professional in connection with the
care of that Data Subject.

(2) Subsection (1) does not apply where the imposition of the reguirement is
raquired or authorized under an enactment; rule of law, or in the publicinterest.

Part XIV - Financial Provisions
Funds of the Commission

57.-(1) The Commission shall establish and maintain a fund from which alf
expenditures incurred by the Commission shall be defrayed.

(2) The Fund shali comprise funds derived from but ot limited to the following

sources- -
(a) such monles as may be appropriated to the Commission from time to time by
the National Assembly;

(b} gifts, loans, grants, aids, etc. ; :

(c) all other assets that may from time to time accrue to the Commission; and

{d) Penalties and finas.

{3) The provisions of any enactmentrelating to the taxation of companies or trust
funds shall not apply to the Commission.

Retained

Borrowing Powers, Gifts,.etc

58.-(1) The Commission may, in accordance with the general authority given by
the Minister of Finance, horrow such sums of money as the Commission may
require in the exercise of Its functions under this Bill or its subsidiary leglslation,

(2) The Commission may accept gifts or grants of money or aids or other property
from national, bilateral and multi-lateral organizations and upon such terrmis and
conditions, if any, as may be agreed upon between the donor and the
Commissicn provided that such gifts are not incensistent with the objectives and
functions of the Commission under this Biil,

59.-(1) The Commission shall in each financial year prepare and present to tha
National Assembly through the President for approval, a statement of estimated
income and expenditure for the following ﬂnancrial year.

(2} Notwithstanding the provisions of subsection (1), the Commission may alsg, in
any financial year, submit supplementary or adjusted statements of estimated
Income and expanditure to the National Assembly through the President for

approval.

(3) Subject to subsections (1) and {2) of this section, the Commission shall apply
the proceeds of the Commission's Fund-

(a) te meet the administrative and operating costs of the Commission;

(b) for the paymeant of salaries, wages, fees and other allowances, retiring
benefits such as pensions and gratuities and, any other remunerations payable to
the Commissioners and staff of tha Cammission;

(c) for the purchase or acquisition of property or other equipment and other
capital expenditure and for maintenance of any property acquired or vested in
the Commission;
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(e) for or in connection with all or any of the functions of the Commission under
this Act or its subsidiary leglslation. ‘

Financial Year and audit by the Commission
60.-(1) The financial year of the Cornmission shall start on 1st January of each
year and end on 31st December of the same year.

(2) The Commission shall keep proper records of its accounts in respact of each
year and shall cause its accounts to be audited within 6 months fram the end of
each financial year by auditors whose appointment shall be approved by the
Board and shall be subject to reappointment on annual basis provided that such
auditors are on the list of auditors approved from time to time by the Auditor-
General for the Federation.

Retained

Annual Reports

61. The Commission shall prepare and submit to the President, not later than 3
months after the end of its financial year, a report on the activities of the
Commission far the preceding financidl- year and shall include therein the
Commission's audited accounts for the ‘year under review together with the
auditor's report thereon. :

Retained

PART XV - MISCELLANEOUS

Procedure In respect of suits against the Commission

62.-{1} Netwithstanding anything contained In any other enaciment or law, no
sult against the Commission, or any employee of the Commission, for any act
done in pursuance or execution of this Act, any law, or any public duty of the
Commissior, or In raspect of an alleged neglect or default in the execution of this
Act, such law, duty or autherlty, shall lie or be instituted in any court, unless it is
commenced within three months next after the ceasing thereof.

{2) No suit shall be commenced against the Cormmission before the expiration of
a period of one month after written notice of intention to commence the suit
shall have been served upon the Commission by the intending plaintiff or his
agent; and the notice shall clearly and explicitly state the-

{a) courseof action;

(b} particutars of the claim; z
{c) name and place of abode of the intendifg plaintiff; and

{d) relief he or she seeks.
(3) Subject to the provisions of this Act#the provisions of the Public Officers

srotection Act shall apply in relation to any suit instituted against an official or
employee of the Commission, g

Retained

Service of Documents
63. The notice pursuant to the provision of this Act or any other notice,

sumrons, process, or other document required or authotized to be served upon
the Commission under the provisions of this Act or any other law or enactment,
may be served by delivering same to the Data Protection Commissioner of the
Commission, or by sending It by registered post addressed to the Data PFrotection
Commissioner at the head office of the Commission.

Retainad

Restriction on execution against property of the Cormission

54. No exacution or attachment or process in the nature thereof shall be issued
against the property of the Commission in respect of an action or suit against the
Commission but the sums of money which by judgment of the court is awardad
against the Commission shal be paid from ihe funds of the Commission,

Retained

Indemnity of Staff, Members, and Employees of the Commission

Retained
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€5. A Commissicner, member, agent, auditor or employee for the time being of
the Commission shall be indemnified out of the assets of the Commission against
any liability Incurred in defending any proceeding whether civil or criminal, where
any such proceeding is brought against him in his capacity as such staff member,
agent, auditor or employee.

Internationzl cooperation Retained
66. The Commission shall perform the data protection functions that are

necessary to give effect to any international obligations of the Federa!l Republic of

Nigeria, subject to the powers vested in the Attorney General of the Federation.
Regulations, Guidelines and Review thereof Retained
67. The Commission may when it deems necessary, review Guidelines or
Regulations made under this Act that are in effect at the time of the review, and

may in the process modify, vary or repeal any such Guidelines or Regulations-

(a) which mey no longer be reIevant in the existing context of the Nigerian or

universal System;

(b} which may no longer ba necessary in the national interest;

{c) which may no longer be necessary To ensure the objects of this Act or its
subsidiary legislation; or

{d) for any other reason the Commission may consider necessary for giving full

effect to the provisions of this Act and for its due administration.
Jurisdiction Retained
68. The Federal High Court shall have exduslvewnsdictlon over ail matters, suits

and cases howsoever arising cut of or pursuant to or consequen’c upon this Act or

its subsidiary |egislation,

Power of Arrest, Search and Selzure Retained

69.-(1) A law enforcement officer may apply ex—parte to a ludge in chambers for
the issuance of a warrant for the purpose of cbtaining electronic evidence in

related crime investigation.

{2) The Judge may issue a warrant authorizing a law enforcement officer to-

(g) enter and search any premlses cr place If within those premises, place or

conveyance-
(i) an offence under this Act is being committed;
(i} there is evidence of the commission of an offence under this Act or other
relevant law ; or

(iif} there is an urgent need to prevent the cammission of an offence under this
Act or other relevant law.

(b) search any person or conveyance found on any premises or place which such
authorized officers who are empowered to enter and search under paragraph {a)
of this subsection;

{c) stop, board and search any conveyance where there is evidence of the
commission of an offence under this Bill;

(d) seize, remove and detain anything which Is, or contains evidence of the
cammission of an offence under this Bill;

(e} use or cause to use a computer or any device to search any data contained in
or avallable to any computer system or computer network;

(f} use any technology to decode or decrypt any coded or encrypted data
contained in a computer into readable text or comprehensible format;
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{g) require any person having charge of or otherwise concerned with the
operation of any computer of electronic device in connection with an offence
under this Bill to produce such computer or electrenic device.

(3) The court shall issue a warrant under subsection (2) of this section where it is
satisfied that-

(a} the warrant is sought to prevent the commission of an offence under this Bill
or to preveni the interference with invastigative process under this Act; or

(b} the warrant [s for the purpose of Investigating cybercrime, cyber security
breach, computer related offences or obtaining electronic evidence; or

(c) there are reasonable grounds for believing that the person or material on the
premises of convayance may be relevant to the cybercrime of computer related
offences under investigation; or

(d) the person named in the warrant is preparing to commit an offence under this

Bill.

interpretation

70. In this Act-
nautomated Data Subject decision making and profiling” means a decision based

solely on automated processing, including profiling and shall only be processed
pursuant to this Act;

"Commission” means the Data Protection Commission, which is established
pursuant to the provisicn of this Act;

"consent of the Data Subject” means any freely given, specific (relating to such
separate purpose) informed and unambiguous indication of the Data Subject's
wishes by which he, by statement or by dear affirmative actlon, signifias
agreement to the processing of Personal Data relating to him;

“data Contraller” means the naiural or legal person, public authority, service,
Commission or any other body which, alone or jointly with others, has decision-
making power concerning determining the purposes and means of data
processing, whare a Data Controlier also serves as @ Data Processor, the
provisions regarding the activities of a Data Controller under this Act shall apply;

"data processing" means any operation or set of operations parformed on
Personal Data, such as- ' '
{a) collection, recarding, organisation, strugturing, storage or preservation;

(b) adaption or alieration;

{c) access, retrieval or consultation; N

(d) transmission, disclosure, sharing or making available; :

(e) restriction, erasure, or destruction of, or the carrying out of logical or
arithmetical operations. '

Whare automated processing is not used, "data pracessing” means an operation
or set of operations performed upon pPersonal Data within a structured set of
such data which are accessible or reirievable according to spacific eriteria;

"Data Processor” means the natural or legal person, public authority, service,
Commission or any other body which, alone or jointly with others processes
Personal Data on behalf of the Data Controller;

"Data Subject" means an identified or ideniifiable living natura! person to whom

Retained
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Personal Data relates;

“identifiable Data Subject or Identifiable natural person" means a natural pearson
who can be identified directly or indirectly, in particular by reference to an
identifier such as a name, identification number, online identifier, and includes
'singling-out’ a natural person;

"Personal Data" means any information relating to an identified or identifiable
natural person (Data Subject);

"Reciplent” means a natural person or legal person or public authority, service,
Commission or any other body to whom data is disclosed or mada available;

"Sensitive data” means -

{a) Personal Data revealing racial or ethnic origin, political oplmons religious or
philosephical beliefs, trade unian membership;

{b) genetic data;

(c) biemetric data for the purpose of uniguely identifying a natural person;

{d) data concerning health; _

(e} data concerning a natural person’s sex life;

{f) Personal Data relating to criminal offences, including criminal recards; or

(g) such other Personal Data that may from time to time be designated as
sensitive data by Guidelines made by the Commission;

The processing of any sensitive data shall be prohibited or allowed subject to
appropriate safeguards pursuant to this Act;

“third party" means a natural or legal person, public authority, agency or body
other than the data subject, controller, processor and persons whao, under the
direct authority of the controller or processor, are authorized to process personal

data

Transitional provisions Retained
71.-(1) A Data Controller incorporated or established after the commencement of
this"Act shall be required to reglster as a Data Controller within twenty days of
the commencement of businass.
(2) A Data Contreller in existence at the commencement of this Act shall be
required to register as a Data Controller within three months after the
commencement of this Act.
Savings Provislon Retained
72. Nothing in this Bill shall nullify or invalidate any provision of an Act of the '
National Assembly regarding safeguarding privacy of personal data.
Citation Retained
73, This Bill may be cited as the Data Protection Bill, 2018,

Retained

Schedule
[Section B{3)]
Supplementary Provisions Relating To Proceedings OF The Commission

1. Subject to the provisions of this Bill and section 27 of the Interpretation Act,
the Commission may make standing orders regulating the proceedings of the
Commission and set up any committes thereof.

2. Bvery meeting of the Commission shall be presided over by the Data Protection
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Commissioner/ Chief Executive Officer who shall preside as the Chairman. If the
Chairman is unable to attend a particular meeting, the members present at the
meeting shall elect one of their members to preside at the meeting.

3. The quorum at a meeting of the Commissicn shall consist of the Chairman {or
in an appropriate case, the person presiding at the meeting pursuant to
paragraph 2 of this Schedule and 4 other members.

4. Upon any special occasion, the Commisslon may co-opt any person to be
member for as many meetings as may be necessary, and that person while so co-
opted shall have all the rights and privileges of a member, extept that he shall
not be entitled to vote or count towards a guorum,

Commiiiees

5.-{1) Subject to its standing orders, the Cormmission may appoint such number of
standing and ad hoc committees as it thinks fit to consider and report on any
matter with which the Commissian is concernad.

(2) Iévery committee appointed under the provisions of sub-paragraph {1} of this
paragraph shall be presided over by a member or Director of the Commission and
shall be made up of such number of persons, as the Commission may determine |

in each case.

6. The decision of a committee shall be of no effect untll It is confirmed by the
Comimission.

Miscellaneous _
7. The fixing of the seal of the Commission shall be carried out by the Secretary

of the Commission and authenticated by the signature of the Data Protection
Commissiorier/ Chief Executive Officer or such other Member or Director
authorized generally or specifically by the Commission to act for that purpose.

8. Any contract or instrument which, if made by a person not being a body
corporate, would not be required to be under seal, may be made or executed on
behalf of the Commission by the Data Protection Commissioner/CEQ or by any
other Director or staff generally or specifically authorized by the Comrnission o

act for that purpose,

9. Any document purporting to be a confract, an instrument or other document
signed or sealed on behalf of the Commissicn shall be received in evidence and,
unless the contrary Is proved, be presumed, without further proaf, to have been

so signed and sealed.

10. The validity of a proceeding of the Cemmissicn or a committee thereof shall

not be adversely affected-
{a} by any vacancy in the membership of the Commission;
(b} by any defect in the appointment of a member of the Commissicn, staff or

committee; or
{¢) by reason that a person not entitled to do so took partin the proceeding,

11. A member of the Commission or any of its committee who has a personal
interest in any coniract or arrangement entared into or proposed o be
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F}nsidered by the Cemmission or committee shall declare his interest and shall [

not vote on any question relating to the contract or arrangement.

Explanatory Memorandum

This Bill seeks to provide a legal and institutiona] framework for the regulation of
personal data precessing by private and public organizations in order to avoid the
deleterious effect of unauthorized access to Data Subject data. It strikes a
balance betwesn Data Subject privacy concerns and the interest of securfty
agencies and cthers in need of access to Data Subject data in the overriding
public interest of state security, commerce and other lawful means, The Data
Protection Commission established under the. Bill will ensure effective
administration and enforcement of the privacy principles enshrined in the Bill,

Retained
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